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Terrorism, Law Enforcement, and Investigation  
Incident Annex IV 
Colorado State Emergency Operations Plan 
 
LEAD AGENCY: Colorado Department of Public Safety 
 
SUPPORTING AGENCIES:  Department of Law, Department of Military and Veteran’s 
Affairs, Department of Public Health and Environment, Division of Emergency 
Management 
 
I. PURPOSE 
 

The purpose of this plan is to outline a concept of operations for coordinated 
awareness, prevention, preparedness, response and recovery related to a terrorism / 
weapons of mass destruction (WMD) incident by defining roles and responsibilities of 
state agencies in assisting local governments with technical and resource support. 

 
II. SCOPE 
 

A.  This Plan applies to all acts, or threats, of terrorism that could have serious effects 
upon the state and its population. The Federal Bureau of Investigation (FBI) defines 
terrorism as, “…the unlawful use of force against persons or property to intimidate 
or coerce a government, civil population, or any segment thereof, in the furtherance 
of political or social objectives”.  

 
B.  A terrorism-related incident that occurs in Colorado will require that immediate 

local, State, and federal-level actions be initiated. Response to any terrorism-
related incident will follow the operational priorities of: 

 
1.  Protection of life safety  
 
2.  Stabilization of incident environment(s)  
 
3.  Restoration of property and the built environment 

 
C.  Response to terrorism-related incidents will be centered on and will be geared 

toward enabling responding organizations to recognize the situation, rapidly and 
effectively exchange information, initiate and direct responses, and enable other 
agencies to determine and prepare their roles in subsequent recovery-related 
actions. 
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D.  Routine law enforcement activities occurring beyond the outside of a terrorist 
incident would remain with the lowest possible jurisdiction 

 
E.  Presidential Decision Directive 39, the U.S. Policy on Counterterrorism, 1995, 

designates the FBI as the lead agency for federal domestic terrorism response 
actions, with assistance furnished by State and local governments as required. If an 
event is determined to be an act of terrorism, federal resources will be brought to 
bear in support of operations in the State of Colorado. These may include 
specialists from Domestic Emergency Support Team, hazardous materials, Joint 
Terrorism Task Forces, or other fields as required. Their availability will be 
coordinated by the FBI and the State Emergency Operations Center (SEOC). 

 
F.  The State of Colorado has developed a list of critical facilities within the State.  

Increased security measures with regard to these facilities will be recommended 
based on current threat analysis. Changes or additions to such security measures 
will be recommended by the State Homeland Security Advisor to the Governor 
based on current intelligence from the Colorado Information Analysis Center (CIAC) 
and its partners. 

 
G.  Specific terrorist acts / operations; include, but would not be limited to, the following 

general categories: 
 

1.  Chemical events, to include weapons of mass destruction (WMD) employment  
 
2.  Biological events, to include WMD employment  
 
3.  Nuclear/radiological events, to include WMD employment  
 
4.  Conventional events (to include bombings, arson, armed assaults, etc.    
 
5.  Infrastructure - cyber events, to include actions involving, or affecting, Information 

Technology, data processing and storage  
 
6.  Delivery and employment of these items may entail the use of mails, aircraft, 

watercraft, motor vehicles, or hand delivery to an intended target. 
 
7. Any combination of the above methods of attack.     

 
H. The Department of Homeland Security has identified eighteen Critical Infrastructure 

Key Resource groupings that may be potential targets for acts of terrorism at any 
level may.   
 
1. Agriculture and Food  
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2. Banking and Finance   
 
3. Chemical  
 
4. Commercial Facilities 

 
5. Communications  
 
6. Critical Manufacturing 
 
7. Dams 
 
8. Defense Industrial Base   
 
9. Emergency Services 
 
10. Energy 
 
11. Government Facilities 
 
12. Healthcare and Public Health 
 
13. Information Technology 
 
14. National Monuments and Icons   
 
15. Nuclear Reactors, Materials and Waste 
 
16. Postal and Shipping  
 
17. Transportation Systems   
 
18. Water 
 
19. Any other sector that does not fall neatly into the above eighteen CIKRs. 

 
I.  Potential demographic (population) targets include, but are not limited to: 

 
1.  Management and staff from the above named facilities and sites. 
 
2.  Populations based on race, religion, or cultural lines” is a better description of 

potential targets.  
 
3.  Political organizations and / or factions thereof. 
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4.  Other (fraternal and social) groups. 

 
III. SITUATION 
 

A. Prevention consists of those activities that serve to detect, deter, and disrupt 
terrorist threats or actions against the State of Colorado, its residents and its 
interests. These activities decrease the perpetrators’ chance of success, mitigate 
attack impact, minimize attack visibility, increase the chance of apprehension or 
detection, and obstruct perpetrators’ access to resources. Tasks addressed under 
these capabilities will be important regardless of the type of threat, adversary 
capability, or time or location of an incident. Similarly, these capabilities reflect 
many tasks routinely undertaken by law enforcement and related organizations as 
they conduct traditional all-hazards, all-crimes activities. Effective prevention 
depends on timely, accurate, and actionable information about the adversary, their 
operations, their support, potential targets, and methods of attack. 

 
B. Intelligence / information fusion is an ongoing, cyclical process that incorporates 

three primary capabilities: Information Gathering and Recognition of Indicators and 
Warnings; Intelligence Analysis and Production; and Intelligence and Information 
Sharing and Dissemination. 

 
C. The Federal Homeland Security Advisory System (HSAS) is based upon the 

dissemination of threat-related information to federal, State, and local offices or the 
public from the U.S. Attorney General’s Office. HSAS advisories will cause 
coordinated preparedness measures to be taken based upon a specific threat 
level. State and local agencies are to develop their response procedures in 
accordance with threat level changes determined by the HSAS.   

 
D. Credible threats are those based upon accrued information that indicates an act of 

terrorism has occurred or is about to occur. Credible threat information may further 
indicate the use or presence of WMD. 

 
E. The State of Colorado will change threat condition levels automatically when 

changes to national threat conditions are announced by the federal government.  
The State Homeland Security Advisor will consider incident and threat information 
related changes to threat levels and make recommendations to the Governor to 
downgrade or upgrade as appropriate. Each State Agency will implement the 
appropriate threat-level security plan. 

 
F. The Situations for the eleven capabilities previously addressed are: 

 
1.  Information Gathering and Recognition of Indicators and Warnings 
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 This capability applies to all potential terrorist incidents. Homeland Security 
Intelligence / information fusion is the overarching process of managing the 
development and flow of information and intelligence across all levels and 
sectors of government and the private sector on a continual basis.  The primary 
emphasis of the State’s fusion center, the CIAC, is to identify, deter, and 
respond to emerging terrorism or other criminal / disaster related threats through 
the collection, analysis, and timely dissemination of information.  

 
2.  Intelligence Analysis and Production 

 
a.  Homeland Security intelligence / information fusion is the overarching 

process of managing the development and flow of information and 
intelligence across all levels and sectors of government and the private 
sector on a continual basis. Although the primary emphasis of fusion is to 
identify, deter, and respond to emerging terrorism-related threats and risks, 
a collateral benefit to the State is that it will support ongoing efforts to 
address non-terrorism-related, all-hazards, all-crimes issues. 

 
b.  The results of the analyses in Intelligence Analysis and Production are 

disseminated using Intelligence and Information Sharing. Planning products 
that result from Intelligence Analysis and Production are used to ensure that 
plans adequately address terrorist threats. Risk Management products from 
Intelligence Analysis and Production provide the threat, vulnerability, and 
consequence data used in risk management 

 
c.  Intelligence Analysis and Production will reference information from a wide 

variety of sources including but not limited to, Counter-Terror Investigation 
and Law Enforcement, CBRNE detection, other governmental entities, and 
citizen reports of suspicious or illegal activity.  

 
3.  Epidemiological Surveillance and Investigation 

 
Although applicable to several of the fifteen National Planning Scenarios, the 
capability planning factors under this capability will apply to the Anthrax, 
Pandemic Influenza, and Foreign Animal Disease scenarios. Estimates will be 
made of the needs for communities to respond to epidemiological emergencies 
once they are identified and for baseline resources needed for timely initial 
detection. Epidemiological Surveillance and Investigation contributes data for 
analysis and is provided reports, as appropriate.  For incidents that are 
addressed under this capability, it will be assumed that: 
 
a.  Bacillus anthracis spores will have been added directly to a product without 

aerosolization 
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b.  Patient presentations will have involved gastrointestinal, oropharyngeal, and 
cutaneous forms of anthrax. 

 
c.  Clinical and laboratory confirmation will have occurred between days two and 

five after index case presentation 
 
d.  Production facilities and distribution system mechanisms will be 

contaminated until formally decontaminated 
 
e.  Cases will continue sporadically following public health intervention due to 

consumers and retailers failing to discard/return/destroy contaminated 
product 

 
f.  There will be an unprecedented level of public concern, anxiety, and fear as a 

result of these incidents. 
 
g.  Field investigations will last ten days at full personnel strength and then 

another 20 days at 50 percent personnel strength. 
 
h.  There may be a concurrent law enforcement investigation at more than one 

jurisdictional level. 
 
i.  Staffing in response to these incidents may include Federal or State 

employees at the local level, and staffing in response to these incidents may 
include Federal employees. 

 
j.  Nearly 100% of all cases resulting from these incidents will be interviewed 

during the first 10 days after the first presentation of symptoms, and 50% of 
non-cases will be interviewed within 30 days after the first presentation of 
symptoms. 

 
k.  Food contamination scenarios will involve a national response that involves 

local, State and Federal resources. 
 
l.  The percent of staff contributions to the investigation from the State and local 

levels will be dependent on the availability of resources. 
 
m  Due to potentially unforeseen delays in the identification of non-naturally 

occurring epidemiological events, detection of disease outbreaks may not 
occur until large numbers of victims are affected, particularly when the agent 
has a long incubation period. 

 
n.  Animal disease incidents may involve a national response that involves local, 

State and Federal resources. 
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4.  Counter-Terror Investigation and Law Enforcement 

 
a.  This capability applies to all potential terrorist incidents and is applicable to 

all twelve terrorism-related National Planning Scenarios; however this 
capability is most-closely related to bombings using improvised explosives 
devices, chlorine tank explosions, the use of aerosolized anthrax, improvised 
nuclear devices, and radiological dispersals. 

 
b.  Homeland Security intelligence / information fusion is the overarching 

process of managing the development and flow of information and 
intelligence across all levels and sectors of government and the private 
sector on a continual basis. Although the primary emphasis of fusion is to 
identify, deter, and respond to emerging terrorism related threats and risks, a 
collateral benefit to the state is that it will address non-terrorism-related, all-
hazards, all-crimes issues. 

 
5.  Food and Agriculture Safety and Defense 

 
a.  Although applicable to several of the fifteen National Planning Scenarios 

except for blister agents and nerve agents, this capability is most-closely 
related to the Food Contamination scenario. This capability applies to a 
wide range of incidents and emergencies including accidental or deliberate 
human or animal disease outbreaks, natural disasters, and nuclear and 
conventional events with potential for contamination of the food supply. 

 
b.  The identification of an intentional contamination incident involving a food 

product in the State of Colorado will have national implications. Because of 
the movement of food products around the United States and within the State 
of Colorado, it is highly probable that multiple food facilities in multiple States 
may have been contaminated. 

 
c.  If terrorists were to introduce a chemical or biological agent into a food 

product at multiple sites simultaneously within the State or around the 
country, the requirements for resources will increase proportionately and may 
exist in many States or parts of the State of Colorado simultaneously. The 
requirements for tactical (incident command) resources will increase 
proportionately with the amount of product/products contaminated. 

 
d.  It is likely that resources will be shared within the State and between states, 

and entities providing resources will have to balance the sharing of 
resources of their resources with their need to protect public and animal 
health within their own jurisdiction. The amount of tactical resource 
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requirements will vary depending on the concentration of food facilities within 
a jurisdiction. 

 
e.  In high food facilities / people concentration areas, the spread of the effects 

of an incident of food and/or agricultural contamination may be rapid and 
many food facilities that purchased contaminated food may be affected. In 
areas with low concentration of food facilities/people, logistical obstacles 
such as driving time or distance between involved locations may present 
additional challenges. The time to resolve an incident will vary depending on 
number of site introductions and the number of different food items that have 
been contaminated. 

 
f.  The Food and Drug Administration (FDA) regulates 80 percent of the 

nation’s food supply – everything except meat, poultry, and egg products 
which are regulated by U.S. Department of Agriculture (USDA).   Based on 
vulnerability assessments conducted by the FDA and the USDA, other 
scenarios could have potentially more far-reaching effects. 

 
g.  For incidents that are addressed under this capability, it will be assumed 

that: 
 

(1) All response personnel in key positions will be able to respond to their 
respective response positions after a contaminant has been introduced 
and they may not respond as they are expected. 

(2) Sector partners are effectively connected to an information sharing and 
analysis or fusion system concept where preventative and protective 
measure information is proactively being shared. 

(3) Lack of infrastructure – electricity, phones, transportation, etc., will affect 
the ability to effectively communicate and will significantly affect the ability 
to plan appropriately or to respond to an incident. 

(4) If roads are non-passable due to a natural disaster, this may affect the 
ability to get to impacted areas. 

(5) Multi-Agency Coordination will be adequately addressed at State and 
local levels, and agencies will coordinate their responses as expected. 

(6) The following information will be needed to effectively detect / respond to 
or recover from an incident: quantity of product affected, distribution of 
product, product type or types contaminated, laboratory capability, ability 
to determine the cause of illness, ability to determine the food item 
associated with illness or to rule out certain food items, ability to trace 
back product, ability to trace forward product, ability to effectively recall all 
affected product, appropriate disposal of recalled product, appropriate 
decontamination of food facility or other locations where food was 
available for purchase, risk communication to consumers about 
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appropriate food disposal instructions, and communication with 
international partners. 

 
h.  The total time for recovery under this capability could last several months, 

depending on the complexity, severity and breadth of the incident. 
 

6.  Laboratory Testing 
 

a. Plans to augment the capacity of public, animal, plant and food health 
laboratories should include having or having access to information systems 
that electronically send and receive test orders and results in compliance 
with Public Health Information network (PHIN) Functional Area for Connecting 
Laboratory, Food Emergency Response Network (FERN), and National 
Animal Health Laboratory Network (NAHLN) Systems. 

 
b.  Chemical Nerve Agents 
 

(1) In the case of an accidental or intentional release of a chemical nerve 
agent, in addition to affected individuals, there will be many worried well. 

(2) Up to 25% of the worried well population will require testing as well as the 
population of affected individuals. 

(3)  It will be difficult to determine exactly what proportion of the downwind 
population would fall in the worried-well category, but it is possible that 80 
percent of the downwind population may fall into that category. 

(4) Currently, chemical nerve agent analytic resources are located at the 
Centers for Disease Control and Prevention (CDC) and at the state 
health departments of California, Florida, Michigan, Minnesota, New 
Mexico, New York and Virginia. 

 
c.  Laboratory Testing for Biological Agents 

 
For laboratory testing for biological agents, it will be assumed that: 
 
(1) Bacillus anthracis spores will have been added directly to products 

without aerosolization. 
(2) Patient presentations will have involved gastrointestinal, oropharyngeal or 

cutaneous forms of anthrax. 
(3) Laboratory confirmations will occur between two-to-five days after an 

index case presentation. 
(4) Production facilities and distribution system mechanisms will be 

contaminated until formally decontaminated. 
(5) Cases will continue sporadically following public health intervention due to 

consumers and retailers failing to discard / return / destroy contaminated 
product. 
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(6) Factors that could affect the number of specimens/samples calculated 
could include time involved to set up the assay, machine capacity, 
personnel shift durations, the condition that specimens / samples arrived 
in, physical working space, and individual pace of laboratorians. 
Laboratory surge capacity needs will be addressed by Laboratory 
Response Network (LRN), FERN, and NAHLN systems. 

(7) Case definition by epidemiologists will be created within the first ten days 
resulting in no further rule out testing at testing laboratories. 

(8) There will be concurrent law enforcement investigations within multiple 
jurisdictions and at multiple governmental layers. 

 
7.  CBRNE Detection 

 
a. Applicable situations for this capability include: explosive devices, hazardous 

materials tank explosions, biological and toxic releases, nuclear devices, 
and radiological dispersals. 

 
b. A CBRNE detection capability addresses biological agents outside of the 

body (human and animal), and does not include medical or plant samples 
(blood and medical tests). 

   
c. Medical and syndromic surveillance detection of biological agents is 

addressed in Epidemiological Surveillance and Investigation, as well as in 
Food and Agriculture Safety.  To be effective, close integration of these 
capabilities must occur with the CBRNE detection capability. 

 
d.  Large-Scale Events 

 
(1) The main strategy will be to use detection technologies and screening 

processes to interdict CBRNE materials before they are used. The 
alternative strategy will be to rely on existing detection technology, law 
enforcement investigations and alternate technologies to determine the 
presence of threat devices. 

(2) A national capability to address large CBRNE events will be developed 
through the design and deployment of the Global Nuclear Detection 
Architecture and other similar programs. 

(3) The State and its local jurisdictions will seek to develop and implement 
detection capabilities through use of DHS grants and guidance. 

(4) Develop equipment, training and communications standards to facilitate 
and validate the deployment and use of detection technologies. 

 
8.  Explosive Device Response Operations 

 
a.  Coverage by Bomb Squad Teams 
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(1) Coverage of high-density population and critical infrastructure / key 

resources (CI / KR) locations by Type I level bomb squad teams is critical 
to the adequate protection of these assets and resources. For other 
locations, and when possible, Type I, II, or III level teams, based on 
population, population density, critical infrastructure requirements, and 
additional factors will be placed. 

(2) All situations must be assessed by the bomb technician on the scene as 
to time sensitive considerations. Safety issues will take precedence over 
time considerations. 

(3) In a catastrophic level Vehicle Borne Improvised Explosive Device 
(VBIED) situation where full remote capabilities are available, it is 
desired to have the technological potential for diagnostics and execution 
of the disruption tools within one hour from time of arrival on the scene. 

 
b.  Response to Large Vehicle Bombs 

 
Radio Controlled Improvised Explosive Devices (RCIED) will require a 
response from a Type II team minimum, plus Electronic Counter-Measures 
(ECM) training and equipment that meets standards set by National Bomb 
Squad Commanders Advisory Board (NBSCAB) 

 
c.  Response to Suicide Bomber(s) 

 
(1) Effective response times to suicide bombers are directly related to threat 

identification and the communicative chain to dispatch. 
(2) Response timelines to suicide bombers are dependent on location of the 

event relative to the placement of the capability (ies). 
(3) Response to suicide bombers will be more effective if a system is in 

place to ensure the timely receipt of intelligence or device information to 
assist those responding to the threat. 

(4) Bomb Squad – A bomb response organization consists of at least one 
bomb response team (see the definition of a “bomb response team”), 
accredited by the FBI Hazardous Devices School to standards set by the 
NBSCAB. 

(5) Bomb Response Team – A sub-unit within a bomb squad, consisting of 
at least two certified bomb technicians and a full set of equipment 
meeting minimum standards for bomb squad operations. Military 
Explosive Ordnance Disposal units are not currently resource typed within 
National Incident Management System (NIMS) but are available to 
respond to incidents in the community either to assist the “accredited” 
bomb squad, or respond to the incident in an area without State / local 
bomb squad presence. 
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9.  WMD and Hazardous Materials Response and Decontamination 
 

This capability applies to a wide range of incidents and emergencies, including 
those caused by explosive devices, hazardous materials tank explosions, 
biological and toxic releases, nuclear devices, and radiological dispersals.  For 
incidents that are addressed under this capability, it will be assumed that: 
 
a.  If decontamination is ongoing during the early stages of a catastrophic 

incident, persons undergoing decontamination will have logistical, medical, 
and mental health needs that will need to be addressed quickly. 

 
b.  Decontamination priorities will be set up using the following priorities, in 

order of importance: life safety, incident stabilization, and property 
conservation. 

 
c.  Efforts will be made to ensure that all fires are extinguished within a 4-day 

response phase. 
 
d.  Water-based oil release may extend beyond the four-day limit. Assets will be 

on scene, but containment operations may not be able to begin immediately 
on arrival. 

 
e.  State-level resources will respond to these events within 12–24 hours. 

Federal resources will respond to these events within 24 hours. The United 
States has approximately 64 nuclear stations supported by the Radiological 
Emergency Preparedness Program (REPP). No less than 30 REPP 
response teams should be able to respond to an “improvised nuclear device” 
scenario within 24 hours. 

 
f.  A significant number of individuals exposed to a plume cloud or contaminant 

agent will flee the scene before first responders arrive. It may prove difficult to 
determine which of those individuals require decontamination, and to ensure 
such individuals present themselves for decontamination. 

 
g.  Each jurisdiction is expected to sponsor and support Community Emergency 

Response Teams (CERTs). 
 
h.  The projected effects of contamination resulting from a catastrophic incident 

are generally based on an estimated population density of 2,000 people per 
square mile, but may increase for major urban areas. 

 
i.  Large-gathering situations (National Security Special Events, sporting 

events, conventions, etc.) create higher localized population densities. 
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j.  Biological agents typically have delayed symptoms. As such there will rarely 
be an on-site incident requiring response when a biological agent is 
released. 

 
k.  Health care facilities are the most likely locations for managing a human 

biological incident. 
 
l.  Secondary contamination will be a major concern. Hospital emergency 

rooms may close if patients are admitted without proper decontamination. 
Other secondary contamination issues include control of runoff of fluids used 
in decontamination, and the handling of contaminated clothing and personal 
effects. In addition, the secondary contamination of first responders, even 
those wearing personal protective equipment, can occur during the removal 
of patients from a hazardous area, during the performance of basic life 
support functions, or when initial responders are unaware that a hazardous 
material is involved. 

 
m.  The psychological dimensions of being exposed to a contaminant and 

subsequent decontamination may present social management challenges 
and concerns. Of greatest concern are the short- and long-term 
psychological consequences resulting from actual exposure to chemical, 
biological, and radiological substances, and which subsequently produce 
negative health effects. Short-term stress symptoms may be a prelude to 
long-term, debilitating, post-traumatic stress disorder. 

 
10. Intelligence and Information Sharing and Dissemination 

 
a.  The actions that are taken under this capability reflect many tasks that are 

routinely undertaken by law enforcement and related organizations as they 
conduct traditional all-hazards, all-crimes activities. 

 
b.  Although the primary emphasis of fusion center activities is to identify, deter, 

and respond to emerging terrorism-related threats and risks, a collateral 
benefit to Federal, State, local, and tribal entities is that it will support 
ongoing efforts to address non-terrorism-related, all-hazards, all-crimes 
issues. 

 
11. Critical Infrastructure Protection (CIP) 

 
a.  This capability applies to a wide range of incidents and emergencies, 

including those caused by any terrorism-related, accidental, or natural 
catastrophic event that could disrupt or destroy CIKR in one or more sectors. 
Protective measures may be implemented based on the potential statewide 
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impact if an infrastructure asset is damaged or destroyed, as a result of a 
terrorist attack, manmade or natural disaster or technological failure. 

 
b.  Under the CIP process, as defined in the National Infrastructure Protection 

Plan (NIPP), protection of CIKR requires an initial determination of whether 
the asset/system in question and the risks being posed are “critical.”  
Therefore, protection activities are conducted on a case-by-case basis. 

 
c.  For incidents that are addressed under this capability, it will be assumed 

that: 
 

(1) Resource needs at the State and local level will be determined through 
the development of a model that takes into account the presence and 
density of CIKR assets in various geographic areas. 

(2) State and local law enforcement resources will be available to support 
CIKR protection efforts, as required. 

(3) Critical infrastructure information will be able to be shared between 
Federal, State and local authorities and the private sector in a protected 
and secure way. 

 
IV. ASSUMPTIONS 
 

A.  A terrorist event will create such a disaster that federal assistance is needed and 
the President will activate portions of the National Response Framework. 

 
B.  Federal Actions 

 
1.  The FBI will be available for on-site observation and advisory actions as 

required. If an event is expected to be or is determined to be an act of terrorism, 
federal support will be available. As conditions warrant, the FBI will establish a 
Joint Operations Center (JOC) to provide incident management support for 
State or local agencies as directed by the FBI On-Scene Commander (OSC). 

 
2.  The FBI employs a four-tier threat level system (Minimal, Potential, Credible, and 

WMD Incidents) as a basis for initiating precautionary actions when a WMD / 
terrorist event is anticipated or underway. The FBI will be represented in the 
SEOC for liaison and to coordinate response needs. The FBI will not initiate on-
site response actions without coordinating with local authorities in their initial 
response, rescue, and recovery efforts. 
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Colorado 
Operational Levels 

Description Associated Sate Actions FBI threat 
Levels 

Associated Federal 
Actions 

Operations Low 
Condition (Green). 
 

Consist of the daily 
operations agencies 
must carry out, in 
absence of an 
emergency situation, 
to ensure readiness. 

Preparedness, planning, 
training, and exercise 
activities are being 
conducted. 

Level 4 – 
Minimal Threat 
 

Received threat does 
not warrant actions 
beyond normal 
liaison notifications 
or placing assets on 
higher alert status. 

Operation Level 1 
 
Guarded Condition 
(Blue) 
 
Elevated Condition 
(Yellow) 

Monitoring phase 
triggered by the 
potential for an 
event that could 
threaten life, 
property, or the 
environment. 
 

State agencies and 
Emergency Support 
Functions (ESFs) that 
would need to take action, 
as part of their everyday 
responsibilities will be 
notified. The SEOC may be 
staffed with ESF 
personnel. 

Level 3 – 
Potential 
Threat 
 

Intelligence indicates 
potential for terrorist 
incident, but not 
deemed credible. 
 

Operation Level 2 
High Condition 
(Orange) 
 

Partial activation of 
the EOC. 
 

Triggered by highly 
probable hazardous 
conditions and a strong 
potential for property 
damage or loss of life.  
 
All ESF primary agencies 
are notified. 
 
The SEOC is staffed with 
assigned personnel and 
the necessary ESFs. 

Level 2 – 
Credible 
Threat 
 

Confirms 
involvement of 
WMD in developing 
terrorist incident. 
 
State and local law 
Enforcement 
notified.  
 
Federal assets pre-
deployed 
 

Operation Level 3 
Severe Condition 
(Red) 
 

Full activation of the 
SEOC and CIAC. 
 

Triggered by extremely 
hazardous conditions that 
are imminent or occurring. 
Highest state of alert. 
 
All primary and support 
agencies under the SEOP 
are notified. The SEOC will 
be on full activation with 
24-hour staffing by 
assigned personnel and all 
necessary ESFs. 

Level 1 – 
Weapons of 
Mass 
Destruction 
Incident 
 

Federal resources 
deployed to augment 
State and local 
operations, JOC/JIC 
activated, SEOC fully 
activated, State 
liaisons in JOC/JIC 
as required, Unified 
Command 
established. 
 

 
3.  The Environmental Protection Agency (EPA) is responsible for the 

decontamination of facilities that have been targeted in, or affected by, WMD 
incidents. 

 
4.  Public Information Support - Primary response agencies have a responsibility to 

furnish the public with applicable information and educational services. A Joint 
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Information Center (JIC) will be established to address public information issues. 
  

 
V. CAPABILITIES 
 

This plan addresses actions related to the following eleven capabilities: 
 
A.  Information Gathering and Recognition of Indicators and Warnings 

 
1. Information Gathering and Recognition of Indicators and Warning Capability 

includes the gathering, consolidation, and retention of raw data and information 
from sources to include human sources, observation, technical sources and 
open (unclassified) materials. Unlike intelligence collection, information 
gathering is the continual gathering of only pure, unexamined data, instead of the 
collection of information that is traditionally conducted by the intelligence 
community or targeted investigations. 

 
2. Recognition of indicators and warnings is the ability to see in this gathered data 

the potential trends, indications, and / or warnings of criminal and / or terrorist 
activities (including planning and surveillance) against U.S. citizens, government 
entities, critical infrastructure, and / or our allies. In these efforts, locally-
generated threat and other criminal and/or terrorism-related information will be 
identified, gathered, and analyzed in conjunction with appropriate data / retrieval 
systems, and provided to appropriate involved entities with a valid need to know. 

 
B.  Intelligence Analysis and Production 

 
1. Intelligence Analysis and Production is the merging of data and information for 

the purpose of analyzing, linking, and disseminating timely and actionable 
intelligence with an emphasis on the larger public safety and Homeland Security 
threat picture. 

 
2. This process focuses on the consolidation of analytical products among the 

intelligence analysis units at the Federal, State, local, and tribal levels for 
tactical, operational, and strategic use. This capability also includes the 
examination of raw data to identify threat pictures, recognize potentially harmful 
patterns, or connect suspicious links to discern potential indications or warnings. 

 
3. Timely, accurate, and actionable intelligence / information products are 

produced in support of prevention, awareness, deterrence, response, and 
continuity planning operations. 

 
C.  Epidemiological Surveillance and Investigation 
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1. An Epidemiological Surveillance and Investigation capability is the capacity to 
rapidly conduct epidemiological investigations for humans and animals. It 
includes exposure and disease (both deliberate release and naturally occurring) 
detection, rapid implementation of active surveillance, maintenance of ongoing 
surveillance activities, epidemiological investigation, analysis, and 
communication with the public and providers about case definitions, disease 
risk and mitigation, and recommendation for the implementation of control 
measures. 

 
2. Potential exposure to disease will be identified rapidly by determining exposure 

and mode of transmission and agent; interrupting transmission to contain the 
spread of the event; and reducing number of cases. Confirmed cases are 
reported immediately to all relevant public health, animal health, food regulatory, 
environmental regulatory, and law enforcement agencies. Suspected cases are 
investigated promptly, reported to relevant public health or agriculture 
authorities, and accurately confirmed to ensure appropriate preventive or 
curative countermeasures are implemented. An outbreak is defined and 
characterized; new suspect cases are identified and characterized based on 
case definitions on an ongoing basis; relevant clinical specimens are obtained 
and transported for confirmatory laboratory testing; the source of exposure is 
tracked; methods of transmission identified; and effective mitigation measures 
are communicated to the public, providers, and relevant agencies, as 
appropriate. 

 
D.  Counter-Terror Investigation and Law Enforcement 
 

Counter-Terror Investigation and Law Enforcement is a capability that includes a 
broad range of activities undertaken by law enforcement and related entities to 
detect, examine, probe, investigate, and conduct operations related to potential 
terrorist activities. Current and emerging investigative techniques will be used with 
an emphasis on training, legal frameworks, recognition of indications and warnings, 
source development, interdiction, and related issues specific to counter-terrorism 
activities. Suspects involved in criminal activities in Colorado that are related to 
Homeland Security threats will be successfully deterred, detected, disrupted, 
investigated, and apprehended. 

 
E.  Food and Agriculture Safety  

 
1. Food and Agriculture Safety is a capability to prevent, protect against, respond 

to, and recover from chemical, biological and radiological contaminants, and 
other hazards that affect the safety of food and agricultural products. This will 
include the timely eradication of outbreaks of crop and animal diseases/pests, 
assessments of the integrity of the food producing industry, the removal and 
disposal of potentially compromised materials from the U.S. food supply, and 
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decontamination of affected food manufacturing facilities or retail points of 
purchase or service. This will also include appropriate laboratory surveillance to 
detect human food-borne illness, animal disease or food product contamination. 

 
2. Additionally, the public will be provided with accurate and timely notification and 

instructions related to a contamination event and will be given appropriate steps 
to follow with regard to disposal of affected food or agricultural products and / or 
appropriate decontamination procedures. Threats to food and agriculture safety 
will be prevented, mitigated, and eradicated; affected products will be disposed 
of; affected facilities will be decontaminated; public, animal and plant health will 
be protected, and notification of the event and instructions of appropriate actions 
will be effectively communicated with all stakeholders. 

 
F.  Laboratory Testing 

 
1. A Laboratory testing capability includes the ongoing surveillance, rapid 

detection, confirmatory testing, data reporting, investigative support, and 
laboratory networking to address potential exposure, or exposure, to all hazards. 
These hazards can include chemical, radiological, and biological agents in all 
matrices including clinical human or animal specimens, food and environmental 
samples, (water, air, soil). These threats can include those deliberately released 
with criminal intent, as well as those that may be present as a result of 
unintentional or natural occurrences.  Potential exposure to disease will be 
identified rapidly by determining exposure and mode of transmission and agent; 
interrupting transmission to contain the spread of the event; and reducing 
number of cases. Confirmed cases will be reported immediately to all relevant 
public health, animal health, food regulatory, environmental regulatory, and law 
enforcement agencies. Suspected cases will be investigated promptly, reported 
to relevant public health and agriculture authorities, and accurately confirmed to 
ensure appropriate preventive or curative countermeasures are implemented. 

 
2. Outbreaks will be defined and characterized; new suspect cases are identified 

and characterized based on case definitions on an ongoing basis; relevant 
clinical human or animal specimens will be obtained and transported for 
confirmatory laboratory testing; the source of exposure will be tracked; methods 
of transmission will be identified; and effective mitigation measures will be 
communicated to the public, providers, and relevant agencies, as appropriate. 

 
G.  CBRNE Detection 

 
1. A preventive CBRNE Detection capability provides the ability to detect CBRNE 

materials at points of manufacture, transportation, and use. The activities and 
tasks associated with this capability will be carried out individually for each 
specific agent, rather than for all agents at the same time. Therefore, when 
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considering critical tasks and preparedness measures, each task and measure 
should be applied separately to each CBRNE agent. 

 
2. This capability includes the detection of CBRNE material through area 

monitoring, but does not include detection by their effects (i.e., signs or 
symptoms) on humans and animals. Population-level monitoring will be 
addressed within the Epidemiological Surveillance and Investigation and Animal 
Disease Emergency Support capabilities. A CBRNE detection capability 
includes the identification and communication of CBRNE threats, but does not 
include actions taken to prevent an incident or respond to the consequences of a 
CBRNE incident. 

 
3. A CBRNE detection capability includes technology, as well as the capacity to 

recognize potential CBRNE threats through equipment, education, and effective 
protocols. Training, communication, close coordination with key partners, 
including intelligence, law enforcement, public safety, public health, agriculture, 
and international partners, and public and private sector awareness of CBRNE 
threats will be recognized as critical enablers for this capability.  CBRNE 
materials are rapidly detected and characterized at borders and ports of entry, 
critical locations, events, and incidents. 

 
4. The scope of CBRNE detection will include:  

 
a. Manufacture – The illegal production of CBRNE material within the borders 

of the U.S. and its territories;  
 
b. Transport –The movement of CBRNE material outside, across, and within 

the borders of the State;  
 
c. Use – The deployment, emplacement, or employment of CBRNE material 

within the State. 
 

H.  Explosive Device Response Operations 
 
1. An Explosive Device Response Operations capability coordinates, directs, and 

conducts improvised explosive device (IED) response after initial alert and 
notification. This includes the coordination of intelligence fusion and analysis, 
information collection and threat recognition, situation assessment and the 
conduct of appropriate Render Safe Procedures. This capability also includes 
the conduct of searches for additional devices and the coordination of overall 
efforts to mitigate CBRNE threats at incident sites. 

 
2. Threat assessments will be conducted, explosive and / or hazardous devices will 

be rendered safe, and impacted areas will be cleared of hazards. Measures will 
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be implemented in the following priority order: ensuring public safety; 
safeguarding officers and responders at the scene; collection and preservation 
of evidence; protection and preservation of public and private property; and 
restoration of public services. 

 
I.  WMD and Hazardous Materials Response and Decontamination 

 
1. WMD and Hazardous Materials Response and Decontamination capability 

assesses and manages the consequences of hazardous materials releases, 
both accidental or as part of a terrorist attack. It includes the testing and 
identification of all hazardous substances onsite; and ensures that responders 
have protective clothing and equipment; conducts rescue operations to remove 
affected victims from the hazardous environment; conducts geographical survey 
searches of suspected sources or contamination spreads; establishes isolation 
perimeters; mitigates the effects of hazardous materials, decontaminates on-
site victims, responders, and equipment; coordinates off-site decontamination 
with relevant agencies, and notifies environmental, health, agriculture, and law 
enforcement agencies having jurisdiction for the incident to begin 
implementation of their standard evidence collection and investigation 
procedures. 

 
2. Hazardous materials releases will be rapidly identified and mitigated; victims 

exposed to the hazard will be rescued, decontaminated, and treated; the 
impacts of release will be limited; and responders and at-risk populations will be 
effectively protected. 

 
J.  Intelligence and Information Sharing and Dissemination 

 
1. An Intelligence and Information Sharing and Dissemination capability will 

provide necessary tools to enable efficient and effective prevention, protection, 
response, and recovery activities. Intelligence and Information Sharing and 
Dissemination is the multi-jurisdictional, multidisciplinary exchange and 
dissemination of information and intelligence among all levels of government, the 
private sector, and citizens within the State of Colorado when appropriate. The 
goal of sharing and dissemination will be to facilitate the distribution of relevant, 
actionable, timely, and preferably declassified or unclassified information and / 
or intelligence that will be updated frequently to the end-users who need it, with 
the goal of getting the right information to the right people at the right time. 

 
2. An effective intelligence / information sharing and dissemination system will 

provide durable, reliable, and effective information exchanges between those 
responsible for gathering information and the analysts and consumers of threat-
related information. 
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3. Effective and timely sharing of information and intelligence will occur across all 
jurisdictional levels within the State and private sector entities, resulting in 
coordinated awareness of, prevention of, protection against, and response to a 
threatened or actual domestic terrorist attack, major disaster, or other 
emergency. 

 
K.  Critical Infrastructure Protection 

 
A Critical Infrastructure Protection capability enables public and private entities 
within the State to identify, assess, prioritize, and protect critical infrastructure and 
key resources so they can detect, prevent, deter, devalue, and mitigate deliberate 
efforts to destroy, incapacitate, or exploit the State’s critical infrastructure and key 
resources. The risk to, vulnerability of, and consequence of an attack on critical 
infrastructure will be reduced through the identification of critical infrastructure; 
conduct, documentation, and standardization of risk assessments; prioritization of 
assets; decisions regarding protective and preventative programs; and the 
implementation of protective and preventative plans. 

 
VI. CONCEPT OF OPERATIONS 

 
A. Awareness, prevention and preparedness activities include:   

 
1. Identification of threat and threat organizations 
 The first step in any preventive operation is to identify possible threats.  In 

today’s environment, Colorado must recognize that threats may be either 
domestic or internationally-based. 

 
2. Identification of Critical Infrastructure 

 
a. Office of Preparedness and Security (OPS) is responsible for identifying 

Colorado’s critical infrastructure and key assets. Through appropriate public 
and private partnerships, OPS will identify key assets within each critical 
infrastructure sector as defined in the national and State Homeland Security 
strategies. OPS will coordinate with public and private partners to identify, 
prioritize, assess and protect critical infrastructure from terrorist attack.  

 
b. The Colorado All-Hazards Emergency Management Regions, in 

coordination with the OPS, will identify their region’s critical infrastructure and 
key assets.  During planning, local jurisdictions and the All-Hazards 
Emergency Management Regions need to identify critical infrastructures and 
key assets within their communities and territories. Information should be 
shared with OPS for submission to the DHS National Asset Database 
(NADB) 
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3. Protection 
 
a. The Rubicon team, under OPS, will continually offer recommendations to 

identify, prioritize, assess and harden Colorado’s critical infrastructure.  The 
identification of critical infrastructures is an essential element of an effective 
anti-terrorism program and efforts must be taken to protect areas that could 
be exploited.  Possible measures include security systems, improved 
communications, access restrictions, etc. 

 
b. The CIAC provides an integrated, multi-discipline, information sharing 

network to collect, analyze, and disseminate information to stakeholders in a 
timely manner in order to protect the citizens and the critical infrastructure of 
Colorado. 

 
4. Follow-On Activities 

 
a. Once all casualties have been removed and the criminal investigation has 

shifted from the scene, clean-up, removal and the proper disposal of debris 
(contaminated and uncontaminated) must occur to insure that adequate 
public health/safety precautions are in place. This is especially true in the 
case of foreign animal disease (FAD) where it may be necessary to 
depopulate large numbers of animals from the contaminated area, and 
secure transportation and disposal of the debris is critical to preventing 
further contamination.   

 
b. Damage assessment will continue. 

 
5. Investigation 

 
One of the challenges faced by law enforcement after a terrorist / weapons of 
mass destruction incident is the collection of evidence for possible prosecution. 
The FBI Evidence Recovery Team will take the lead.  First responders and law 
enforcement should use the State of Colorado Terrorism Evidence Handling 
Protocol and must cooperate to ensure that all evidence is preserved to 
maximize the potential for a successful prosecution.  

 
6. Recovery from a terrorist incident would employ the same general procedures 

applicable to a natural disaster.  A significant difference would be the potential 
amount of CBRNE materials that may have to be processed.   

 
B.  Initiating Events 

 
1.  Situation 1 - A major act of terrorism has occurred outside the State of Colorado 

and its neighboring states and has the potential to affect or involve the state. 



July 2010                                                          Terrorism, Law Enforcement, & Investigation - 23 

 
a.  The Colorado Information Analysis Center (CIAC) will be the primary 

collection point for all source reporting of terrorist or other critical incidents, 
available 24 hours a day 7 days a week. CIAC personnel will gain situational 
awareness from all available sources and brief the State Homeland Security 
Advisor 

 
b. The CIAC will work to inform appropriate State and local government officials 

regarding the  
 
2.  Situation 2 - A major act of terrorism has occurred, or is underway, in a 

neighboring state which, although outside the State of Colorado, has the 
potential to threaten, or affect the state. 

 
a.  The SEOC will be activated to enable representatives from key State 

agencies to coordinate information with lead federal and local agencies or 
supporting State agencies as dictated by the situation. At a minimum, the 
team shall consist of: 

 
(1) Governor’s Office of Homeland Security (GOHS)  
(2) Department of Law 
(3) Department of Military and Veterans Affairs 
(4) Department of Public Health and Environment 
(5) Department of Public Safety 

 
3.  Situation 3 – A major act of terrorism has occurred in the State of Colorado. In 

addition to the actions cited in “Situations 1 and 2”, above, the State of Colorado 
will: 

 
a.  Fully activate the SEOC  
 
b.  Initiate assistance or submit support requests in accordance with Emergency 

management Assistance Compact (EMAC) considerations 
 
c.  Working in accordance with Incident Command / Unified Command (IC / UC) 

concepts, the Lead Agencies will: 
 

(1)  Coordinate with the lead federal agency and involved local entities to 
determine needs or resolve issues with regard to: 

 
(a) Additional threat assessments or event verification functions to 

include intelligence and information sharing actions applicable to the 
situation and follow-on support efforts (including modifications of 
response protocols, by agency, as necessary). 
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(b) Inter-agency support actions relating to traffic control, site/perimeter 
security, crime scene investigations, victim identification, or others as 
determined by the situation. 

(c)  Coordination with federal agencies in designating a Joint Operations 
Center (JOC) location and determine required liaison staffing for the 
JOC as necessary and in consideration of the setting (urban, rural, 
etc). 

(d) Determine the need for and extent of public protective actions to 
include site and perimeter control, evacuations, sheltering, 
congregate care, prophylaxis, decontamination, or other measures. 

(e) Support mass care facilities as needed. 
 

d.  Prior to the initiation of field support actions (including activities in privately 
owned facilities) by state-level support agencies, a declaration of a “State of 
Disaster Emergency” or similar enabling action will be made by the 
Governor. 

 
e.  In all events, an evaluation of the situation will be made with regard to a 

possible relocation to, and operation of, an alternate SEOC to meet the 
contingencies of the situation and to provide 24 hour continuity for support 
functions. 

 
f.  Emphasis will be upon communications, accommodations, staffing space, 

and logistical support features. 
 

C.  State-Level Operations 
 

1.  The authority for consequence management rests with the State assisted by 
federal agencies as necessary. It entails multiple agency participation, with the 
provision of technical advice and / or logistical support for both supporting and 
supported entities, information and educational continuity, combined asset 
management programs, and an extended partnership approach to both federal 
and State supporting efforts for affected areas. 

 
2.  The organization for consequence management in the SEOC will be based 

upon the structure outlined in the State Emergency Operations Plan (SEOP). 
 
3.  The organization is based upon groupings of assigned primary functions. The 

specifics of an event may cause various agencies representing critical services, 
to shift assignments from technical support to primary or lead agency positions 
(eg: the Department of Agriculture may assume the lead role in an agricultural 
terror event). 

 



July 2010                                                          Terrorism, Law Enforcement, & Investigation - 25 

4.  The State Coordinating Officer will work with federal offices [Federal Emergency 
Management Agency (FEMA) or others as designated] to affect a combined 
State-federal management effort. 

 
5.  Participating agency representatives may need to provide support in locations 

other than the SEOC (Joint Field Offices, Recovery Centers, or other sites). 
 
6.  The consequences (or cascading effects) of terrorism could outlast, or surpass, 

an initiating event. Effects may include long-term health and medical problems, 
extended economic issues, or political and social concerns. 

 
7.  Consequence management will be implemented as follows: 

 
a.  For continuing credible threat advisories / conditions: Based upon credible 

threat information, State and federal agencies will advise local governmental 
agencies regarding additional confirmed threats of terrorism via the CIAC.. 

  
b.  Incident / event-related consequence management: If a terrorist event occurs, 

the Governor may declare a State of Disaster Emergency and applicable 
consequence management actions will be implemented: 

 
(1) Activation of the SEOC  
(2) Requesting federal assistance in accordance with Robert T. Stafford Act 

procedures. 
(3) A GOHS or CDPS representative will be assigned to the JOC, if 

established, to monitor events and relay decisions affecting consequence 
management actions to the SEOC.  Other state agencies can be 
dispatched to assist in this function.   

(4) State agencies will coordinate the provision of assistance to affected 
areas to include basic protective action support (mass care, 
immunizations, treatments, evacuations, relocations, or sheltering, 
agriculture).  

 
c.  The 8th WMD-CST will coordinate with the established Incident Commander 

to assist in assessments, hazard identification and coordination of follow - on 
forces as necessary. 

 
8.  CDPS Public Information Officer(s) (PIO) will serve in a lead capacity for the 

State.  Public information specialists from other agencies will serve in this 
capacity when required by the dictates of the situation. 

 
a.  Duties include: 
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(1) The determination of State agency information assistance to include 
development and response / dissemination methodology and mediums. 

(2) Defining specific sharing of public information or educational duties. 
(3) The coordination of specific event-related public information actions by 

lead and supporting agencies as required. 
(4) Monitoring / analysis of media coverage of events and activities as they 

relate to the situation. 
 

9.  Disengagement or Close-Out Actions. 
 

a.  In accordance with Unified or Incident Command System concepts, CDPS, 
GOHS and DEM will coordinate with lead federal and other State agencies 
for an appropriate date / time for State consequence management 
disengagement. 

 
b.  Following disengagement, designated State and local organizations may 

continue recovery (to include long term hazard monitoring, environmental / 
personnel decontamination and site restoration) efforts. 

 
c.  Post event actions will include debriefings, general agency performance 

reviews, and after-action documentation. 
 

D. ROLES and RESPONSIBILITIES 
 

1. Department of Public Safety (CDPS): 
 

CDPS is the primary agency in implementing and coordinating crisis 
management response functions.  Specifically, those responsibilities are: 
 
a.  Coordinating the statewide threat assessment. 
 
b.  Working closely with the FBI in assessing threats. 
 
c.  Assisting the FBI with crime scene management. 
 
d.  Serving as the lead agency for ordinance control and mitigation. 
 
e.  Participating in SEOC / ESF operations, as outlined in the SEOP. 
 
f.  Implementing Response Actions 
 

(1) During the response, the Colorado State Patrol (CSP) coordinates 
closely with local law enforcement authorities and other State agencies 
for law enforcement resolution. 
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(2)  If Federal agencies are involved, then the CSP also coordinates with 
them.  CSP is responsible for the incident site and may modify its 
Command Post to function as a Joint Operations Center (JOC). 

(3)  Representation within the JOC may include federal, State, and local 
agencies with support roles. Selected Federal, State, and local agencies 
may be requested to serve in the JOC Command Group, the JOC 
Support group / media component, and the JOC Recovery Management 
Group 

(4) To maintain consistency in the management of the incident the JOC 
should continue to operate as structured, however, leadership of the JOC 
may pass to FBI dependent on the situation. CSP and State agencies in 
support of the JOC will continue to operate, but under FBI role 
designation and direction. 

(5) Response issues that affect multiple agency authorities and areas of 
expertise will be discussed by the FBI and the JOC Command Group 
working in consultation with local, State and federal representatives. 
While the FBI OSC retains authority to make Federal response decisions 
at all times, operational decisions are made cooperatively to the greatest 
extent possible. 

(6) The FBI OSC and the senior US Department of Homeland Security 
(DHS) official will provide, or obtain resolution of conflicts in priorities for 
allocation of critical Federal resources between response and recovery 
requirements. 

(7) Public information released through the news media is critical during a 
terrorism / WMD incident.  Federal, state and local Pub;lic Information 
Officers (PIOs) will cooperate and coordinate with the Governor’s Office 
to assure that accurate, timely, and non-contradictory information is 
provided using a joint information system / center (JIS / JIC).   

(8) Mobilize and deploy state hazmat response resources, as needed. 
(9) In its role as the lead state agency for the ESF #13 (Public Safety and 

Security), CDPS will assist local officials in carrying out law enforcement 
and security responsibilities in areas threatened by or impacted by 
terrorist incidents. 

 
2. Department of Law (DOL) 

 
a.  DOL is a primary agency for providing legal advice pertaining to the incident, 

especially in light of potential criminal prosecution.   
 
b.  Works closely with U.S. Department of Justice, FBI, and Colorado State 

Patrol with respect to terrorist acts. 
 
c.  Provides liaison personnel to the SEOC. 
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3. Department of Military and Veteran’s Affairs 
 

a.  The Colorado National Guard (CNG), 8th WMD-Civil Support Team 
(WMDCST), will provide technical assistance and advice in support of WMD 
incidents. 

 
b.  The Joint National Guard CBRNE Enhanced Response Force Packages. 

(CERFPs) will provide CBRNE response in the form of search and 
extraction, decontamination, and limited medical triage/treatment.   

 
c.  Liaison Officers from the CNG are provided to Incident Command Posts 

(ICP), Unified Commands (UC), Area Commands (AC) and joint field offices 
as required. Due to the expected scope of most Terrorist and / or CBRNE 
events, the CNG may not be able to provide a Liaison Officer (LNO) to each 
County emergency management agency in lieu of other critical requirements 
for liaison. 

 
4. Department of Public Health and Environment (CDPHE) 

 
a. Be prepared to assume the role as the state lead agency for consequence 

management of terrorist incidents involving biological agents or radiological 
materials. 

 
b. Provide advice regarding public health and safety issues to local / State 

officials and the general public. 
 
c. Provide health and medical support requested by local governments  
 
d. Where biological agents have been used, assist local governments in 

determining the type of agent and the procedures necessary to contain, 
suppress, or eliminate it. 

 
e. Where radiological materials have been used, provide incident assessment, 

radiological monitoring, and decontamination assistance, and make 
appropriate protective actions recommendations for the public to local 
officials.   

 
f. Identify requirements for health and medical personnel, equipment, supplies, 

and pharmaceuticals; mobilize resources to meet response needs. 
 
g. Identify appropriate treatment facilities for casualties. 
 
h. If mass fatalities have occurred, mobilize mortuary assistance. 
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i. Utilize the Colorado Health Alert Network (CO-HAN) and other means of 
communications to provide information to local heath and medical personnel. 

 
j. Be prepared to assume the role as the state lead agency for consequence 

management of terrorist incidents involving releases of hazardous chemicals 
other than radiological materials. 

 
k. Provide hazardous materials response recommendations to local officials. 
 
l. Provide assistance to local and state agencies in the identification and 

analysis of hazardous substances used or resulting from a terrorist incident. 
 

5. Division of Emergency Management (DEM): 
 

a. DEM will act as liaison between the Governor and FEMA. 
 
b. DEM, in cooperation with OPS, will coordinate priorities and action for the 

on-scene response operations. 
 
c. DEM will assist in the coordination of state response measures.  State 

agency responsibilities are generally the same for a terrorist incident as they 
are for any other emergency or disaster [see State Emergency Support 
Function Annexes in State Emergency Operations Plan (SEOP)].  There are, 
however, the added complications of protecting a potentially large crime 
scene and securing CBRNE contaminated materials.    

 
d. DEM is the primary agency to implement and coordinate recovery functions. 

Specifically, those responsibilities are: 
 

(1) Coordinates consequence management activities at the State level. 
(2) Implement the SEOP, activate the SEOC, and designated ESFs. 
(3)  Deploy a State Liaison to the local EOC. 
(4) Based on the circumstances, the SEOC with specifically requested ESFs 

maybe activated and the SEOP implemented to support the situation. 
DEM and other State agencies as needed maybe deployed to the SEOC 
to provide assistance. 

(5) If the State EOC is operational, and the situation progresses with 
community impact becoming imminent, then the DEM Operations Officer 
may request a liaison from the response management group be present 
to ensure adequate communications are maintained throughout the 
incident. 

(6) If an incident occurs without warning that produces major community 
impact and appears to be caused by an act of terrorism, then DEM and 
the Colorado State Patrol will initiate required actions concurrently. DEM 
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will consult immediately with the Governor’s office to determine an 
appropriate course of action and if Federal assistance is required.   

(7) Once recovery phase was been declared, the State Recovery Plan will be 
activated.   

(8) Coordinate with the Governor’s Office to prepare and issue a State 
Disaster Emergency Declaration and, where appropriate, prepare and 
request a federal emergency or disaster declaration. 

(9) Activate disaster recovery and hazard mitigation program.    
 

6.  Emergency Support Functions / Other State Agency representatives: 
 

a.  All agencies and organizations should be aware of their agency’s or 
organization’s capabilities to assist in terrorism crisis and consequence 
management.  They should be prepared to respond to task or mission 
assignments using agency resources. Some agencies will provide agency 
personnel, equipment, and supplies, while other agencies may provide 
primarily technical advice and assistance. Support agency SOPs should 
address reporting to the ESF Primary Agency and to their own agency. 

 
b.  All agencies that operate critical State owned infrastructure or regulate 

critical privately owned infrastructure shall maintain descriptive and location 
data, as well as point of contact information for these facilities. 

 
c.  All ESF agencies conducting response operations will report daily to the 

SEOC the resources they have committed and the missions they are 
performing. 

 
d. Upon activation of SEOP (either in whole or in part), State agencies / 

organizations designated as a Primary and / or Support Agency for the 
ESFs will effectively carry out their missions and assigned roles and 
responsibilities, as requested. 

 
e. All of the ESFs will provide support within the scope of their agencies’ 

statutory authority and assigned mission. 
 
f. Since an act of terrorism could take many forms (ie. CBRNE), State agency 

general roles and responsibilities are referenced in other emergency 
operations documents (biological incident annex, catastrophic incident 
annex, State Recovery Plan, or the consequences that follow other natural 
hazard, technological, or man-made incidents).   

 


