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Guest Editorial

Dear Readers,

This eucrim issue focuses on the link between administrative
and criminal law, which is becoming conspicuously mani-
fest in environmental law. An in-depth evaluation of Direc-
tive 2008/99/EC on the protection of the environment through
criminal law revealed that it has had no noticeable impact on
Member State practice in the enforcement of EU environmen-
tal law. On 15 December 2021, the European Commission
responded by adopting a proposal for a new directive of the
European Parliament and of the Council on the protection of
the environment through criminal law, intended to replace said
Directive 2008/99/EC (COM(2021) 851 final).

The improvements to EU environmental criminal law con-
tained in this proposal extend the scope of the directive to
many more areas that affect the environment and natural re-
sources, introduce common and clear definitions of environ-
mental criminal offences in some areas, and include a proposal
to specify punishment for inciting, aiding and abetting crimi-
nal offences committed intentionally. Of major importance in
view of creating an EU-wide level playing field is the proposal
to provide minimum maximum sanctions for natural and legal
persons, including minimum maximum sanctions not less than
5% or 3% of the total worldwide turnover of the legal person
or undertaking in the business year preceding the fining deci-
sion. Additional sanctions include the obligation to reinstate
the environment within a given time period, disqualification
from practicing business activities, closure of establishments
of the type used for committing the offence, and the withdraw-
al of permits and authorisations to pursue activities resulting
in commission of the offence. This last sanction illustrates that
environmental criminal law today is still largely dependent
on administrative law, because the required conduct is often
defined in individual or general administrative acts, and thus
these acts also define what should be considered a criminal
offence. Furthermore, the proposal also provides for aggravat-
ing and mitigating circumstances, the freezing and confisca-
tion of the proceeds derived from and instrumentalities used
or intended to be used in the commission of or contribution
to the commission of the environmental offences referred to
in the directive. Other improvements concern the provisions
on the protection of persons who report environmental of-
fences or assist their investigation, and the right for members

of the public concerned
to participate in proceed-
ings, next to the provisions
concerning prevention, re-
sources, training, and in-
vestigative tools. Given the
rise of environmental crime
worldwide and throughout
Europe as documented by
UNEP, Interpol, Europol,
and Eurojust, strengthening
the criminal law framework
to combat environmental
crime is needed more ur-
gently than ever.

Not all environmental of-
fences require criminal law
enforcement, however, and

Luc Lavrysen

some crimes can or should be dealt with by means of the ad-
ministrative sanctioning track. In this respect, it is of course
crucial that an integrated enforcement policy take shape that
defines in detail the role of both the administrative and the
criminal enforcement tracks to close gaps. In this regard, it is
very important that the Commission proposal contains a provi-
sion to the effect that Member States shall take the necessary
measures to establish “appropriate mechanisms for coordina-
tion and cooperation at strategic and operational levels among
all their competent authorities involved in the prevention of
and the fight against environmental criminal offences.” This
is also backed by the general approach adopted by the Coun-
cil on 9 December 2022. Such mechanisms shall inter alia be
aimed at “ensuring common priorities and understanding of
the relationship between criminal and administrative enforce-
ment.” Hence, the need to develop an integrated enforcement
policy of EU environmental law, encompassing both tracks,
is fully endorsed by the Council. It is now up to the Member
States to make it work.

Prof. em. dr. Luc Lavrysen, President (NL) of the Constitu-
tional Court of Belgium
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Reported by Thomas Wahl (TW), Cornelia Riehle (CR),

and Anna Pingen (AP)*

Foundations

Fundamental Rights

Poland: Rule-of-Law Developments
November-December 2022

This news item continues the overview
of recent rule-of-law developments in
Poland (as far as they relate to Europe-
an law) since the last update in eucrim
3/2022, 168-169.

m 9 November 2022: Following the
declaration of 30 Supreme Court judges
of 17 October 2022 (—eucrim 3/2022,
169), in which they refuse to adjudicate
in panels with neo-judges (i.e. judges
nominated after the controversial judi-
cial reforms of 2018 by dependent, po-
liticized institutions), the struggle goes
into the next round. The press reports
that, on the one hand, the new Chamber
of Professional Liability at the Supreme
Court, which replaced the former and
illegal Disciplinary Chamber, is still
composed of neo-judges and some neo-
judges filed a motion to remove said
30 Supreme Court judges from office.
On the other hand, legal experts believe
that also the new Chamber is in conflict
with European law. It is also unclear as
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to whether decisions in which neo-judges
participated are valid. Meanwhile, the
Polish President Andrzej Duda appointed
a judge to chair the Chamber who is con-
sidered moderate and is not a neo-judge.

m 16 November 2022: In a dispute on
releasing candidate lists for the new Na-
tional Council of the Judiciary, the Su-
preme Administrative Court ruled that
the Polish Constitutional Tribunal has
been infected with illegality and has lost
its ability to adjudicate lawfully since

it is controlled by so-called “stand-in
judges” who were unlawfully appointed
by the ruling PiS party. As a result, the
Supreme Administrative Court refused
to stay the proceedings and to wait for
a decision by the Constitutional Tribu-
nal before which the case was brought
in parallel.

m 17 November 2022: Polish NGOs that
are associated with the Polish right-wing
government contest the selection of in-
dependent and critical NGOs for the Na-
tional Recovery Plan Monitoring Com-
mittee. The Committee is to supervise
the implementation of the reforms and

investments that Poland receives from
the EU Recovery and Resilience Fund.
The appointment is a pre-condition for

disbursement of the money. The respon-
sible Polish minister will now choose
the members of the Committee anew.

m 29 November 2022: Igor Tuleya, a
symbolic figure of independent and free
judges in Poland, files a third application
to the ECtHR because the Polish court
presidents, appointed by the Polish Min-
ister of Justice, have not implemented
the judgments ordering his reinstate-
ment.

m 2 December 2022: In an open letter,
13 Polish NGOs urge the OSCE Office
for Democratic Institutions and Human
Rights (ODIHR) “to send a Full-Scale
Election Observation Mission to Poland
in autumn 2023 to observe our coun-
try’s parliamentary elections.” Since the
election promises to be highly polarized
and the possibility of widespread elec-
tion fraud has been raised, a full elec-
tion observation mission from the part
of ODHIR should ensure a level playing
field for all participants.

m 15 December 2022: According to
Advocate General (AG) Collins, several
parts of the Polish law 0f 2019 amending
rules on the organisation of the ordinary
courts and on the Supreme Court is not
compatible with EU law. The AG’s opin-
ion refers to an action for failure to fulfil
obligations brought by the Commission
against Poland (Case C-204/21). The
AG recommends the CJEU upholding
the Commission’s action with respect
to the following pleas which result in
breaching the requirement of an inde-

* Unless stated otherwise, the news items in
the following sections (both EU and CoE) cover
the period 1 November —31 December 2022, if
not stated otherwise. Have a look at the eucrim
website (https://eucrim.eu), too, where all news
items have been published beforehand.
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https://curia.europa.eu/juris/documents.jsf?num=C-204/21

pendent and impartial tribunal within the

meaning of EU law:
Prohibition on judges and courts to
raise or address the question as to
whether a judge has been legally ap-
pointed or can exercise judicial func-
tions;
The corresponding disciplinary re-
gime which makes the examination
by a judge of compliance with the re-
quirements of an independent and im-
partial tribunal previously established
by law, a disciplinary offence;

the

Chamber to hear and determine cases

Jurisdiction  of Disciplinary
having a direct impact on the status
of judges and trainee judges and the
performance of their office.
Ultimately, the AG takes the view

that the obligation on judges to declare

their membership of a political party,
an association or a post in a non-profit
foundation, and to publish those data,
breaches EU data protection law because
sensitive data are processed without the

Polish law having established adequate

safeguards.

15 December 2022: AG Collins de-
livers his opinion in references for a
preliminary ruling that deal with the
lawfulness of lifting a Polish judge’s

immunity from prosecution and sus-
pending him from hearing cases as-
signed to him (Joined Cases C-615/20
and 671/20). The AG underpins that the
Disciplinary Chamber of the Polish Su-
preme Court at issue has not met the re-

quirements of independence, impartial-
ity and tribunal previously established
by law as stated in his opinion in Case
C-204/21 (—supra). Therefore, the Dis-
ciplinary Chamber cannot be considered
authorized to prosecute judges or sus-
pend judges from their office. The AG
stressed that the Polish courts have the
right to disregard contrary rulings of the
Polish Constitutional Court if they con-
sider them to be inconsistent with EU
law and refuse to apply any national rule
that requires them to comply with those
rulings. In addition, the AG requests
Poland to ensure that the Disciplinary

Chamber’s jurisdiction is exercised by
an independent and impartial tribunal
previously established by law as well as
the nullification of the effects of the res-
olutions which that Chamber adopted.
15 December 2022: In two refer-
ences for preliminary rulings brought
to the CJEU by Polish courts (Joined
Cases C-181/21 and C-269/21), the AG
examines the compatibility of various

elements of the revised procedure to
appoint judges in Poland with EU law.
According to the AG, the CJEU should
rule that the submitted factors are by

themselves insufficient to reach the con-
clusion of an incompatibility with the
principle of prior establishment by law
of a court or tribunal (recognised by
Art. 19(1) subara 2 TEU). The referring
courts raised doubts as to (1) the lack of
participation of a judicial self-governing
body in the appointment procedure; (2)
the role of the National Council of the
Judiciary (KRS) in the appointments
since the KRS consists, for the most
part, of members chosen by the legisla-
ture, and (3) the insufficient possibilities
for unsuccessful candidates to challenge
the procedure for the appointment of
judges to the ordinary courts. The AG
referred to previous case law and argued
that Art. 19(1) TEU (read in conjunc-
tion with Art. 47 of the Charter) must
be interpreted in the sense that the ap-
pointment process gives rise to systemic
doubts in the minds of individuals as to
the independence and impartiality of the
judges. This threshold has not been met
in the references. (TW)

Reform of the European Union

Granting EU Candidate Status to Bosnia
and Herzegovina

At the summit of 15 December 2022,
the European Council endorsed the de-
cision to grant the status of EU candi-

date country to Bosnia and Herzegovina.

However, before accession negotiations
can formally be launched, Bosnia and
Herzegovina still has to implement fur-

ther reforms. This mainly concerns the
rule of law, the fight against corruption
and organised crime, migration manage-
ment and human rights. The country also
needs to move forward with constitu-
tional reform and electoral reform.
Thus, the following eight countries
are currently recognised by the EU
as candidates for accession: Turkey,
Ukraine, Moldova, as well as in the
Western Balkans Northern Macedo-
nia, Montenegro, Serbia, Albania and
Bosnia-Herzegovina. Kosovo has also
submitted its application for EU mem-
bership to the European Council. (TW)

Follow-up to Conference on Future

of Europe

On 2 December 2022, the European Par-
liament (EP) hosted a feedback event at
which representatives from the EU insti-
tutions and over 500 citizens assessed the

follow-up to the proposals agreed at the
Conference on the Future of Europe in
spring 2022 (—eucrim 2/2022, 84-85 and
briefing paper of the EP Research Service
of 30 November 2022). The debate in-
volved a wide range of topics, including:

Institutional reforms that would be
needed to implement the Conference’s
proposals in their entirety, including
those on the taxation of multinationals
and cooperation in the external dimen-
sion of EU affairs;

The digital transition;

Migration-related challenges;

Threats to European values and the
EU budget;

Revision of the EU Treaties and the
potential activation of passerelle clauses
in the existing framework;

Making further improvements in the
communication between the EU institu-
tions;

Lessons learned for participatory de-
mocracy.

MEPs stressed that the EP will con-
tinue to do whatever it takes to ensure
that it fulfils its core mission of keeping
the EU accountable towards all Europe-
ans, while presenting concrete examples
on how the Conference’s proposals have
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become key drivers in EP’s work. They
reiterated Parliament’s call to establish
a Convention to revise the EU Treaties
(—eucrim 2/2022, 85).

The Council has produced a com-
prehensive analysis of the proposals
and related measures contained in the

Conference’s final report. This analysis
was updated in November 2022 in order
to reflect the actions undertaken since

9 May by the EU institutions, especially
the Council, to implement the Confer-
ence proposals.

On the eve of the feedback event, the
Commission explained in a press release
how it followed up to the Conference’s
proposal by means of different types
of responses. As a concrete follow-up
to the Conference’s proposal to better
embed European citizens in the policy-
making process, the Commission hosted
the first European Citizens’ Panel in
Brussels on 16 December 2022, which
allowed citizens to provide their input
on how to step up action to reduce food
waste in the EU. (TW)

Area of Freedom, Security
and Justice

Training of Justice Professionals
in 2021

On 22 December 2022, the Commission
published the eleventh report on training

on EU law for justice professionals (in

particular, judges, prosecutors, lawyers,
court/prosecutors’ offices staff, notaries
and bailiffs, and more generally prison
and probation staff). The figures of the
report refer to the year 2021. It provides
an overview of the participation of legal
professionals in initial and continuing
training in EU law, including informa-
tion on the training of young justice
professionals, the variety of training ac-
tivities and the quality of judicial train-
ing. The report also serves to monitor
the objectives of the European Judicial
Training Strategy 2021-2024 adopted
by the Commission in December 2020
(—eucrim 4/2020, 264).
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In 2021, more than 240,000 jus-
tice professionals received training in
EU law or the law of another Member
States. This is a considerable increase
(approximately 30%) compared with
the years before the pandemic (for the
2019 report —eucrim 4/2020, 263-264).
Other main results of the report include
the following:

The COVID-19 pandemic has had
a significant impact on judicial train-
ing: while there is an upward trend for
lawyers, court/prosecutors’ offices staff

and notaries, notably due to an increase
in online training, other professions (in
particular judges) have not reached the
level of pre-pandemic years;

No profession reached the new quan-
titative target for annual continuing
training as set in the European Training
Strategy 2021-2024;

The EU (co-)funded training for more
than 36,000 participants, i.e. 15% of all
justice professionals who received train-
ing on EU law in 2021.

As found in past annual reports, con-
siderable differences remain in the level
of training participation across Member
States and across the various justice
professions. At the same time, the need
for dedicated training increases, in par-
ticular due to new challenges for justice
professionals and justice systems. Ac-
cording to the Commission, this con-
firms that more needs to be done and that
ambitious, targeted training activities
are needed for most legal professionals.
The Commission stressed that the im-
plementation of the 2021-2024 Train-
ing Strategy will remain the key priority
in the next years. In this context, it will
make further efforts in the digitalisation
of justice systems, such as the further
development of the European Training
Platform (—eucrim 4/2020, 272). (TW)

Schengen

Croatia Joins Schengen Area
On 8 December 2022, the Council adopt-
ed a decision on full application of the

Schengen acquis in Croatia. After verifi-

cation and in accordance with the appli-
cable Schengen evaluation procedures,
the Council found that the necessary

conditions for application of all parts
of the relevant acquis have been met in
Croatia, including the effective applica-
tion of all Schengen rules in accordance
with the agreed common standards and
fundamental principles.

This decision was made, after the Eu-
ropean Parliament (EP) had endorsed the
full application of the Schengen acquis
in Croatia in a resolution of 10 Novem-
ber 2022. In another resolution of 18 Oc-
tober 2022, the EP invited the Council
to allow Romania and Bulgaria to join

the Schengen area. On 16 November

2022, the Commission adopted a Com-
munication on full application of the

Schengen acquis in Bulgaria, Romania,

and Croatia, calling upon the Council to
take the necessary decisions without any
further delay, thus allowing these three
countries to join the area without inter-
nal border controls.

While the Council decided in its De-
cember meeting on full application of
the Schengen acquis for Croatia, a small
minority of states blocked the accession
of Romania and Bulgaria into Schengen;
thus the required unanimity for Schen-
gen accession on the part of the EU
Member States could not be reached for
these two countries which joined the EU
in 2007.

As a consequence of the accession
of Croatia to the Schengen area, per-
sons will no longer be subject to bor-
der inspections at internal land and sea
borders between Croatia and the other
members of the Schengen area starting
on 1 January 2023. As a result of the
necessity to align the lifting of border
checks with the dates of the IATA sum-
mer/winter time schedule, checks at in-
ternal air borders will also be eliminated
starting on 26 March 2023. Beginning
on 1 January 2023, Croatia will also be
able to issue Schengen visas and fully
utilize the Schengen Information Sys-
tem (SIS). In accordance with Decision
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No. 565/2014/EU, national short-stay
visas issued by Croatia before 1 January
2023 will continue to be valid for the du-
ration of their validity for transit through
the territory of other Member States or
for intended stays on their territories that
do not exceed 90 days in any 180-day
period. (AP)

Ukraine Conflict

Commission Proposes Penalisation

of Violation of Restrictive Measures
Against the background of Rus-
sia’s war in Ukraine, the Com-
mission proposed adding the

violation of Union restrictive measures
to the areas of crime laid down in
Art. 83(1) of the Treaty on the Function-
ing of the European Union (TFEU) in
May 2022 (—eucrim 2/2022, 75-76 and
the article by Wouter van Ballegoij in
the same issue). Following the Council’s
adoption on 28 November 2022, the
Commission put forward on 2 Decem-
ber 2022 a proposal to harmonise crimi-
nal offences and penalties for the viola-

tion of EU restrictive measures.

Under Art. 83(1) TFEU, the Euro-
pean Parliament and the Council may
establish minimum rules concerning
the definition of criminal offences and
sanctions in areas of particularly serious
crime with a cross-border dimension.
The crimes currently covered in this ar-
ticle include terrorism, trafficking in
human beings, the sexual exploitation
of women and children, illicit drug traf-
ficking, illicit arms trafficking, money
laundering, corruption, counterfeiting of
means of payment, computer crime, and
organised crime.

The introduction of restrictive meas-
ures by the EU in response to Russia’s
attack on Ukraine demonstrated how
challenging it is to locate the assets
controlled by oligarchs, who hide them
in various jurisdictions by using intri-
cate legal and financial structures. By
launching the new directive, the EU pur-
sues the following aims:

To ensure that the restrictive meas-
ures adopted in this context are fully im-
plemented;

To close existing legal loopholes;

To increase the deterrent effect of vio-
lating EU sanctions in the first place.

The proposal for a Directive on the
definition of criminal offences and pen-
alties for the violation of Union restric-
tive measures (COM(2022) 684 final)
includes a list of criminal offences that

violate EU sanctions:

Making funds or economic resources
available to or available for the benefit
of a designated person, entity, or body;

Failing to freeze these funds;

Enabling the entry of designated per-
sons into the territory of a Member State
or their transit through the territory of a
Member State;

Entering into transactions with third
countries, which are prohibited or re-
stricted by EU restrictive measures;

Trading in goods or services whose
import, export, sale, purchase, transfer,
transit or transport is prohibited or re-
stricted;

Providing financial activities which
are prohibited or restricted;

Providing other services which are
prohibited or restricted, such as legal
advisory services, trust services and tax
consulting services;

Breaching or failing to fulfil conditions
under authorizations granted by compe-
tent authorities to conduct activities.

The proposal also clarified under
which circumstances the circumvention
of an EU restrictive measure is to be
penalised. In addition, it will set com-
mon basic standards for penalties both
for natural and legal persons. In the next
step, the proposal will be discussed by
the European Parliament and the Coun-
cil. (AP) n

Council: Strengthening Fight against
War Crimes in Ukraine

On 9 December 2022, the Council
adopted conclusions on the fight against

impunity in Russia’s war of aggression

against Ukraine. The Council called on

Member States to adopt the necessary
legislative measures to fully imple-
ment the definition of core international
crimes and modes of liability enshrined
in the Rome Statute and to allow the ex-
ercise of universal jurisdiction or other
forms of domestic jurisdiction over core
international crimes committed abroad.

Member States should also enable
close judicial cooperation with the Inter-
national Criminal Court (ICC) and sup-
port the Ukrainian Prosecutor General’s
Office. In addition, Member States are
called on to cooperate with the Atrocity
Crimes Advisory Group and to strength-
en cooperation with EU agencies and
stakeholders, such as Eurojust, Europol,
the European Judicial Network, the Gen-
ocide Network, the EU Advisory Mis-
sion for Civilian Security Sector Reform
in Ukraine (EUAM Ukraine), and the
Network of National Experts on Joint
Investigation Teams (JITs Network).
The Council further recommended that
Member States streamline the collection/
sharing of information between relevant
authorities and stakeholders who come
into contact with war crime victims.
Awareness should also be raised among
Ukrainian refugees of the possibility of
giving testimony in Member States on
the core international crimes they may
have been victims of and/or witness to.

The Council called on the Commis-
sion to support specialized training and
capacity-building activities for law en-
forcement, judicial authorities, and other
relevant authorities. The Commission is
to enhance the financial, logistical, tech-
nical, and substantive support available
to Member States in their efforts to ef-
ficiently investigate and collect evidence
of core international crimes, including
increases in the funding of joint inves-
tigation teams. The Council asked the
Commission to continue supporting
national and international investigative
and evidence-gathering mechanisms,
specifically with respect to battlefield
evidence.

EU bodies, including Eurojust,
Europol, the Genocide Network, and
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EUAM Ukraine, are called on to con-
tinue providing support and guidance
and to enhance their mutual cooperation.
Lastly, the Council called on Ukraine to
accede to the Rome Statute of the Inter-
national Criminal Court. (AP)

European Council Confirms Unity
against Russia

Following the Council conclusions on the
fight against impunity regarding crimes
committed in connection with Rus-
sia’s war of aggression against Ukraine
of 9 December 2022 (—separate news
item), the Heads of State or Govern-
ment of the EU Member States adopted
conclusions on further issues regarding
Russia’s war in Ukraine and its conse-
quences for the EU at their summit on
15 December 2022. Next to Russia’s
military aggression against Ukraine
and support measures to Ukraine, the
conclusions of the European Council

related, inter alia, to energy and econ-
omy, security and defense, the Southern
Neighbourhood partnership, and transat-
lantic relations.

With regard to Ukraine/Russia, the
European Council reiterated its resolute
condemnation of Russia’s war of aggres-
sion and reaffirmed the Union’s full sup-
port for Ukraine’s independence, sov-
ereignty, and territorial integrity within
its internationally recognized borders.
It also fully backed Ukraine’s inherent
right of self-defense against the Rus-
sian aggression. EU leaders invited the
European Investment Bank, in close co-
operation with the Commission and in-
ternational financial institutions, to step
up its support for Ukraine’s most urgent
infrastructure needs.

They welcomed and encouraged fur-
ther efforts to ensure full accountability
for war crimes and the other most seri-
ous crimes in connection with Russia’s
war of aggression against Ukraine and
underlined the Union’s support for the
investigations by the Prosecutor of the
International Criminal Court. They also
welcomed the reinforcement of EU re-
strictive measures against Russia, in-
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cluding through the EU’s ninth package
of sanctions, and underlined the impor-
tance of ensuring the effective imple-
mentation of restrictive measures.

On the question of energy and econ-
omy, the European Council stressed the
importance of strengthening coordina-
tion with regard to the next storage fill-
ing and heating season. It called for the
swift finalization of discussions on the
Renewable Energy Directive, the Ener-
gy Efficiency Directive, and the Energy
Performance of Buildings Directive. In
light of the impact of high energy prices
in Europe, the European Council em-
phasised the importance of safeguard-
ing Europe’s economic, industrial, and
technological base and of preserving the
global level playing field. In this respect
and in response to the impact of high
energy prices, the Commission should
conduct an analysis and make proposals
by the end of January 2023 with a view
to mobilizing all relevant national and
EU tools as well as improving frame-
work conditions for investment, includ-
ing through streamlined administrative
procedures.

In order to enhance security and
defense, EU leaders called on the Eu-
ropean Parliament and the Council to
swiftly adopt the European Defense In-
dustry Reinforcement through the com-
mon Procurement Act (EDIRPA). They
also recommended that implementation
of military mobility infrastructure pro-
jects, including dual-use infrastructure
projects, be further accelerated. Lastly,
the conclusions called for a strong EU
policy on cyber defense, building on the
recent joint communication of the Com-
mission and the High Representative.
(AP)

EU Reactions to Russian War against
Ukraine: Overview November —
December 2022

This news item continues the report-
ing on key EU reactions following the
Russian invasion of Ukraine on 24 Feb-
ruary 2022: the impact of the invasion
on the EU’s internal security policy, on

criminal law, and on the protection of
the EU’s financial interests. The follow-
ing overview covers the period from the
beginning of November 2022 to the end
of the year 2022. For overviews of the
developments from February 2022 to
mid-July 2022 —eucrim 2/2022, 74-80;
for the developments from the end of
July 2022 to the end of October 2022
—eucrim 3/2022, 170-171.

8 November 2022: The Economic and
Financial Affairs Council gives politi-

cal guidance on a more structural solu-
tion for the EU’s financial assistance for
Ukraine in 2023. The ministers under-
line the urgency of this issue and favour
a framework providing the predictability
and flexibility to allow the Commission
to mobilise resources via bond issuance
and within agreed budgetary limits.

9 November 2022: Building on previ-
ous Macro-Financial Assistance packag-
es, the Commission proposes a support

package for Ukraine of up to €18 billion
for 2023: the Macro-Financial Assis-
tancet+ (MFA+) instrument. By means
of stable, regular, and predictable finan-

cial assistance (instead of providing as-
sistance on an ad-hoc basis), the MFA+
would help cover a significant part of
Ukraine’s short-term funding needs
in 2023. The funds would be provided
through highly concessional loans to
be repaid over the course of maximum
35 years, starting in 2033. The MFA+
instrument would be accompanied by
reforms to help Ukraine move forward
to becoming a member of the EU. To
secure funds for the loans, the Commis-
sion proposes borrowing on capital mar-
kets using a diversified funding strategy.

11 November 2022: The Commis-
sion announces that, together with the
support by the European Investment
Bank (EIB), the European Bank for Re-
construction and Development (EBRD)
and the World Bank, around €1 billion
will be mobilised for the EU-Ukraine
Solidarity Lanes. The Solidarity Lanes
were established in May 2022 as part of
a common response to Russia’s military
aggression in order to ensure the export
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of Ukraine’s agricultural goods and the
export/import of other goods, so that a
lifeline for Ukraine’s economy could be
maintained.

15 November 2022: The Council
launches the European Union Mili-

tary Assistance Mission in support of
Ukraine (EUMAM Ukraine) to as-
sist Ukraine in the face of the ongoing
Russian war of aggression. The aim

of the mission is to enhance the mili-
tary capability of the Ukrainian Armed
Forces in order to allow them to defend
Ukraine’s territorial integrity and sover-
eignty within its internationally recog-
nised borders as well as to protect the
civilian population. EUMAM Ukraine
has a non-executive mandate to pro-
vide individual, collective, and special-
ised training to up to 15,000 Ukrainian
Armed Forces personnel across multiple
locations in the territory of EU Member
States. In addition, the Council adopts
an assistance measure worth €16 mil-
lion under the European Peace Facility
(EPF) to support the capacity building of
the Ukrainian Armed Forces by the EU-
MAM Ukraine.

22 November 2022: In its Opinion
7/2022 on the Commission’s new bor-
rowing strategy for financial aid to
Ukraine, the European Court of Auditors

warns that the future financial needs of
the EU could be affected if the EU budg-
et ,,headroom® were to cover the risk of
a default in Ukraine. This is particularly
since there are currently no plans to in-

crease the size of the headroom accord-
ingly.

23 November 2022: In light of the
deliberate attacks and atrocities commit-
ted by Russian forces and their proxies
against civilians in Ukraine, the destruc-
tion of civilian infrastructure, and other
serious violations of international and
humanitarian law, a European Parlia-
ment resolution recognises the Russian
Federation as a state sponsor of terror-
ism. MEPs call on the EU and its Mem-
ber States to put in place a proper legal
framework so that the EU can officially
designate states as sponsors of terror-

ism. Russia must be added to such a list,
which would improve the sanctioning
of Russia. In the meantime, Russia and
Belarus must be put on the EU’s high-
risk third country list on anti-money
laundering and countering the financing
of terrorism and Russian-funded armed
groups (including the Wagner Group)
should be put on the EU’s terrorist list.
Moreover, the EP urge the EU to adopt
further measures that will isolate Russia
internationally.

24 November 2022: The European
Parliament approves the MFA+ package
and therefore the €18 billion loan for
Ukraine for 2023.

30 November 2022: The President of
the European Commission, Ursula von

der Leyen, issues a statement on Rus-
sia’s accountability and the use of Rus-
sian frozen assets. She acknowledges
that Russia must pay for its crimes, in
particular for its crime of aggression
against a sovereign state. Von der Leyen
makes clear that Russia and its oligarchs
must compensate Ukraine for the dam-
age caused as well as cover the costs for
rebuilding the country.

30 November 2022: The statement by
Commission President Ursula von der
Leyen (—supra), is accompanied by a
Commission press release, in which dif-
ferent options to Member States are pre-
sented with a view to make sure that Rus-

sia is held accountable for the atrocities
and crimes committed in Ukraine during
the war. Due to the fact that the crime
of aggression committed by the highest
political and military leadership of Rus-
sia cannot be prosecuted by the ICC and
in order to ensure that justice is served,
the Commission proposes two alternate
options: (1) a special independent inter-
national tribunal based on a multilateral
treaty or (2) a specialised court integrat-
ed into a national justice system with in-
ternational judges (a hybrid court). The
Commission also proposes creating a
new structure to manage frozen and im-
mobilised Russian public assets, invest
them, and use the proceeds for Ukraine.

6 December 2022: The Economic and

Financial Affairs Council adopts one of
the three pieces of legislation that aim
to provide a structural solution by finan-
cially supporting Ukraine in 2023: an

amendment to the Financial Regulation
allowing the financing of the macro-
financial assistance to take place within
the so-called diversified funding strat-
egy.

8 December 2022: The Council
adopts a decision that the EU will not
accept Russian travel documents issued

in, or to persons resident in, Russian-oc-
cupied regions in Ukraine or breakaway
territories in Georgia. Such documents
will not be recognised as valid docu-
ments for visa or crossing the borders in
the Schengen area.

9 December 2022: The Council
adopts its conclusions on the fight

against impunity in Russia’s war of ag-

gression against Ukraine (—separate

news item).

10 December 2022: The Council
adopts the remaining two pieces of the
legislative package that will enable the
EU to financially help Ukraine with €18
billion throughout 2023. The approval
concerns the MFA+ and amendments to
the MFF. As a result, the Council paved
the way for a better structural financial
support to Ukraine in 2023. Prior to the
meeting, the Hungarian government,
which initially vetoed the legislation,
dropped its opposition.

12 December 2022: The Council ap-
proves new conclusions on Iran in the

light of Iran’s military cooperation with
Russia, including the delivery of drones
deployed by Russia in its war against
Ukraine. The Council also adds four per-
sons and four entities to the list of those
subject to restrictive measures for un-
dermining or threatening the territorial
integrity, sovereignty, and independence
of Ukraine. This came in view of their
role in the development and delivery of
Unmanned Aerial Vehicles (UAVs) used
by Russia in the war.

15 December 2022: The European
Council adopts conclusions on Russia’s

military aggression against Ukraine,
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EU support to Ukraine and the con-
sequences of the war for energy and
economy as well as security and defense
(—separate news item).

16 December 2022: The Council for-
mally adopts the ninth package of eco-

attacks against civilians, the abduction
of Ukrainian children to Russia and the
theft of Ukrainian agricultural products.

1 January 2023: The new incoming
Swedish Council Presidency (1 Janu-
ary — 30 June 2023) confirms as one of

nomic and individual sanctions against

Russia. A prior dispute among Member
States over possible undesirable side ef-
fects of sanctions was settled. The new
measures intend to step up pressure on
Russia and its government after hav-
ing intensified hits against civilians and
civilian infrastructure in Ukraine. The
ninth package significantly expands the
list of entities connected to Russia’s
military and industrial complex by an
additional 168 entities, which will re-
strict free trade of dual-use goods and
technology. Regarding the banking sec-
tor, the Russian Regional Development
Bank and two other Russian banks are
added on the list that allows asset freeze
and fully bans financial transactions.
Furthermore, EU nationals will now
be forbidden from holding any posts
on the governing bodies of all Russian
State-owned or controlled legal persons,
entities or bodies located in Russia. In
order to fight the Russian Federation’s
systematic, international campaign of
disinformation and information manipu-
lation, the Council initiated the process
to suspend the broadcasting licences
of four additional media outlets: NTV/
NTV Mir, Rossiya 1, REN TV, and Per-
vyi Kanal. Regarding energy, the EU
prohibits new investments in the Rus-
sian mining sector. In addition to these
economic sanctions, the ninth package
puts nearly 200 additional individuals
and entities on the list for restrictive
measures against individuals affiliated
with the Russian regime. Concerned
individuals/entities include the Rus-
sian armed forces as well as individual
officers and companies in the defence
industry, members of the State Duma
and the Federation Council, ministers,
governors, and political parties. The list
thus includes individuals who play a key
role in Russia’s brutal, deliberate missile
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its political priorities that it will con-
sistently continue the sanctions against
Russia due to the invasion of Ukraine
in February 2022 as well as the military
and economic support to Ukraine. In this
context, the security architecture of the
EU is also to be strengthened. (AP/TW)

Legislation

New EU Rules for Online Platforms
The European Parliament and
the Council agreed on a com-
prehensive package of legisla-
tion establishing new rules for online
platforms. The package consists of two
Regulations:

Regulation (EU) 2022/1925 of the
European Parliament and of the Coun-
cil of 14 September 2022 on contestable
and fair markets in the digital sector and
amending Directives (EU) 2019/1937
and (EU) 2020/1828 (Digital Markets
Act);

Regulation (EU) 2022/2065 of the
European Parliament and of the Council
of 19 October 2022 on a Single Market
For Digital Services and amending Di-
rective 2000/31/EC (Digital Services
Act).

These two acts had been proposed by

the Commission on 15 December 2020
(—eucrim 4/2020, 273-274).
» The Digital Markets Act

The Digital Markets Act (DMA) sup-
plements competition law and limits the

power of large digital companies. It es-
tablishes obligations for so-called gate-
keepers to comply with in their daily
operations. Gatekeeper platforms must
allow, for instance, their business users
to promote their offer and conclude con-
tracts with their customers outside the
gatekeeper’s platform. Bans for gate-
keeper platforms include, for example,

to treat services and products offered
by the gatekeeper itself more favour-
ably in ranking than similar services or
products offered by third parties on the
gatekeeper’s platform, and to track end
users outside of the gatekeepers’ core
platform service for the purpose of tar-
geted advertising, without effective con-
sent having been granted.

Non-compliance with the DMA’s ob-
ligations can lead to:

Fines (of up to 10% of the company’s
total worldwide annual turnover, or up
to 20% in the event of repeated infringe-
ments);

Periodic penalty payments (of up to
5% of the average daily turnover);

Additional remedial measures in case
of systematic infringements and after a
market investigation.

The DMA was published on 12 Oc-
tober 2022 in the Official Journal (O.J.
L 265, 1), entered into force on 1 No-
vember 2022 and applies as of 2 May
2023. As of 2 May 2023, potential gate-
keepers must notify the Commission
within a period of two months whether
their platform exceeds the thresholds
provided for by Regulation 2022/1925.
Gatekeepers are defined as undertakings
providing core platform services, which
is presumed in particular if the platform
service has at least 45 million monthly
active end users and 10,000 yearly ac-
tive business users established in the
Union, or at least €7.5 billion in annual
turnover in the last three financial years.
After notification, the platform will be
assessed and designated as a gatekeeper
by the Commission. After this designa-
tion, gatekeepers have six months to
comply with the obligations foreseen in
the DMA.

» The Digital Services Act

The Digital Services Act (DSA) will

complement and update parts of the now

20-year-old E-Commerce Directive. It
provides for uniform horizontal rules on
due diligence obligations and condition-

al exemptions from liability for online
intermediary services (such as online
platforms) as well as common rules on
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the implementation and enforcement of
the Regulation, including as regards the
cooperation of and coordination between
the competent authorities. Thus, the DSA
aims to contribute to a safe, predictable
and trustworthy online environment and
the smooth functioning of the EU single
market for intermediary services.

The DSA applies to all online inter-
mediaries offering their services in the
single market, whether they are estab-
lished in the EU or outside. The DSA
sets obligations tailored to the size and
the types of intermediary services. Spe-
cific due diligence obligations apply to
hosting services, including online plat-
forms, such as social networks, content-
sharing platforms, app stores, online
marketplaces, and online travel and
accommodation platforms. More far-
reaching rules apply to very large on-
line platforms, which have a significant
societal and economic impact, includ-
ing very large online search machines.
“Very large online platforms and online
search engines” are considered those
services which have a number of aver-
age monthly active recipients of the ser-
vice in the Union equal to or higher than
45 million.

At the core of the DSA are the new
EU-wide rules on countering illegal
content online, including illegal goods
and services. The DSA foresees stand-
ardised procedures for notifying illegal
content, uniform rules on access to com-
plaints and redress mechanisms across
the single market, EU-wide standards of
transparency of content moderation or
advertising systems, and the same risk
management obligations for very large
online platforms. It should be stressed
that the DSA does not stipulate a defini-
tion of “illegal content” — this is regu-
lated in other laws either at the EU level
or at the Member State level. However,
the DSA provides that intermediary ser-
vices must give effect to orders to act
against one or more specific items of il-
legal content issued by national judicial
or administrative authorities, irrespec-
tive of where the platform is established.

The same obligation applies to orders to
provide specific information about one
or more specific individual recipients of
the service.

Users will be empowered to report
illegal content in an easy and effective
way. Platforms are also obliged to co-
operate with “trusted flaggers” (i.e. en-
tities that have demonstrated particular
expertise and competence) to identify
and remove illegal content. Very large
online platforms need to take additional
mitigating measures at the level of their
overall organisation to protect users
from illegal content, goods and services.
Obligations include, for instance, the ne-
cessity to trace sellers on online market
places in order to help identify illegal
goods. Online market places must also
randomly check against existing data-
bases whether products or services on
their sites have been identified as being
illegal.

The DSA emphasises, however, that
no general obligation to monitor the
information which providers of inter-
mediary services transmit or store, nor
actively to seek facts or circumstances
indicating illegal activity shall be im-
posed on providers.

Other rules in the DSA include the
following:

Effective safeguards for users, in-
cluding the possibility to challenge plat-
forms’ content moderation decisions;

Several transparency measures for
online platforms, including on the algo-
rithms used for recommendations and
better information on terms and condi-
tions;

Obligations for very large platforms
and very large online search engines to
prevent the misuse of their systems by
taking risk-based action and by inde-
pendent audits of their risk management
systems;

Ban on certain types of targeted ad-
verts on online platforms (e.g. profiling
children or use of special categories of
personal data, such as data on ethnicity,
political views or sexual orientation);

Prohibition of “dark patterns” on on-

line interfaces, which distort or impair
the ability of recipients of the service to
make autonomous and informed choices
or decisions;

Oversight structure to address the
complexity of the online space: EU
countries will have the primary role,
whereby they need to establish a “Digi-
tal Services Coordinator” (whose task is
to supervise the application of the DSA).
Member States will also be supported by
a new European Board for Digital Ser-
vices. For very large platforms, supervi-
sion and enforcement lies with the Com-
mission which has enforcement powers
similar to those in anti-trust proceedings.

The DSA was published in the Offi-
cial Journal of 27 October 2022 (O.J. L
277, 1) and entered into force on 16 No-
vember 2022. Its rules will apply in two
steps:

From the date of entry into force, very
large online platforms and very large
online search engines, which are di-
rectly supervised by the Commission as
regards systemic obligations, now have
three months (until 17 February 2023) to
publish the number of active monthly re-
cipients on their websites and report it to
the Commission. The Commission will
then assess whether the platform reaches
the threshold of 45 million recipients
and should therefore be designated as
very large online platform or search en-
gine (—supra). Once designated by the
Commission, these platforms have four
months to comply with the DSA and to
comply with their obligations that go
beyond those applicable to all online in-
termediary services, including the obli-
gation to provide a comprehensive risk
assessment under the DSA;

For smaller platforms, the rules will
apply as of 17 February 2024, i.e. fif-
teen months after entry into force of the
DSA. By then, Member States need to
empower their national authorities to
enforce the rules to all intermediary ser-
vices covered by the DSA.

The European Commission informs
of the key objectives of the DSA and the
main new obligations for online services
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and platform on a factpage and provided

a summary of the rules in a Q&A memo.
On 16 November 2022, the Commission
also announced the establishment of the
European Centre for Algorithmic Trans-
parency (ECAT). Its role is to support
the Commission’s supervisory role with

in-house and external multidisciplinary
knowledge. The Centre will provide
support with assessments as to whether
the functioning of algorithmic systems is
in line with the risk management obliga-
tions that the DSA establishes for very
large online platforms/search engines
to ensure a safe, predictable and trusted
online environment. The ECAT is host-
ed by the Commission’s Joint Research
Centre (JRC) in close cooperation
with the Directorate General Communi-
cations Networks, Content and Technol-
ogy (DG CONNECT).

> Statements

After the adoption of the DSA/DMA
in the EP on 5 July 2022, EP’s rappor-
teur for the DSA Christel Schaldemose
(S&D, DK) said: “For too long tech gi-
ants have benefited from an absence of
rules. The digital world has developed
into a Wild West, with the biggest and
strongest setting the rules. But there is
a new sheriff in town — the DSA. Now
rules and rights will be strengthened. We
are opening up the black box of algo-
rithms so that we can have a proper look
at the moneymaking machines behind
these social platforms.”

Andreas Schwab (EPP, DE), EP’s
rapporteur for the DMA said: “We no
longer accept the ‘survival of the finan-
cially strongest’. The purpose of the
digital single market is that Europe gets
the best companies and not just the big-
gest. This is why we need to focus on
the legislation’s implementation. We
need proper supervision to make sure
that the regulatory dialogue works. It is
only once we have a dialogue of equals
that we will be able to get the respect the
EU deserves; and this, we owe to our
citizens and businesses”.

On behalf of the Czech Council Presi-
dency, Jozef Sikela, Czech Minister for
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Industry and Trade, affirmed after the
Council’s final approval of the DSA on
4 October 2022: “The Digital Services
Act is one of the EU’s most ground-
breaking horizontal regulations and [ am
convinced it has the potential to become
the ‘gold standard’ for other regulators
in the world. By setting new standards
for a safer and more accountable online
environment, the DSA marks the begin-
ning of a new relationship between on-
line platforms and users and regulators
in the European Union and beyond.”

In the wake of the Council’s approv-
al of the DMA on 18 July 2022, Ivan
Bartos, Czech Deputy Prime Minister
for Digitization and Minister of Region-
al Development, sees the adoption of the
DMA as the creation of “large online
platforms responsible for their actions.
Hereby, the EU will change the online
space worldwide. The gatekeepers that
the DMA addresses are omnipresent —
we all use their services on a daily basis.
However, their power is growing to an
extent that negatively affects competi-
tion. Thanks to the DMA, we will ensure
fair competition online, more conveni-
ence for consumers and new opportuni-
ties for small businesses.” (TW/AP) M

Legislation to Strengthen Cybersecurity
Across the Union: NIS 2 Directive

After approval by the European Parlia-
ment on 10 November 2022 and the
Council on 28 November 2022, the new
Directive (EU) 2022/2555 on ,,measures
for a high common level of cybersecu-
rity across the Union, amending Regu-
lation (EU) No 910/2014 and Directive
(EU) 2018/1972 and repealing Directive
(EU) 2016/1148 (NIS 2 Directive)* was
published in the Official Journal of the
European Union on 27 December 2022.

The NIS 2 Directive aims to achieve
a common level of cybersecurity across
the Union, with a view to improving
the functioning of the internal market.
The new legislation will impose stricter
requirements with regard to risk man-
agement, reporting, and information
exchange in the area of cybersecurity.

It comes in response to the escalating
threats brought on by the digital trans-
formation and the rise in cyberattacks.
It also comes in response to the Com-
mission’s proposal to replace the Net-
work and Information Security (NIS)
Directive of 2016, the implementation

of which proved challenging and led to
fragmentation at various levels through-
out the internal market.

The new directive lays down obli-
gations that require Member States to
adopt national cybersecurity strategies
and to designate or establish competent
authorities, cyber crisis management au-
thorities, single points of contact on cy-
bersecurity, and computer security inci-
dent response teams (CSIRTs). Essential
sectors — the energy, transport, banking,
health, digital infrastructure, public ad-
ministration, and space sectors — will be
covered by the new security provisions.

In order to achieve harmonisation,
the directive sets out minimum rules for
a regulatory framework and lays down
mechanisms for effective
tion among relevant authorities in each
Member State. It formally establishes

coopera-

the European cyber crisis liaison or-
ganisation network (EU-CyCLONe),
which will support the coordinated man-
agement of large-scale cybersecurity
incidents and crises at the operational
level and ensure the regular exchange
of relevant information among Member
States and Union institutions, bodies,
offices, and agencies. The text clarified
that NIS2 will not apply to entities car-
rying out activities in such areas as de-
fence or national security, public secu-
rity, and law enforcement. The judiciary,
parliaments, and central banks are also
excluded from its scope.

In order to prevent overreporting and
placing an undue burden on the compa-
nies covered, the new text considerably
simplifies reporting requirements. Mem-
ber States must implement the provi-
sions into their national law by 17 Oc-
tober 2024. The 2016 NIS Directive will
be repealed with effect from 18 October
2024. (AP)
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Council’s Common Position on Artificial
Intelligence Act

On 6 December 2022, the Council
adopted its common position (gen-

eral approach) on the Artificial Intelli-
gence Act. The Commission presented
the draft regulation on 21 April 2021
(—eucrim 2/2021, 77), which followed
up on the Commission’s White Paper on
Al from 2020 (—eucrim 1/2020, 8-9).
The aim of the Artificial Intelligence
Act (AIA) is to turn Europe into a global
hub for trustworthy artificial intelligence

(AI) and to balance the numerous risks
and benefits that the use of Al can pro-
vide.

In its common position, the Council
narrowed down the definition of an Al
system to systems developed through
machine learning approaches and log-
ic- and knowledge-based approaches.
With this narrowed-down definition, the
Council wanted to make the difference
between Al and simpler software sys-
tems clearer.

Regarding the prohibition of Al prac-
tices, the Council decided to extend the
prohibition on using Al for social scor-
ing to private actors. Additionally, the
provision that prohibits the deployment
of Al systems exploiting the weaknesses
of a specific group of persons has been
expanded to include persons who are
vulnerable because of their social or
economic situations. As for the use of
,real-time®“ remote biometric identifi-
cation systems in publicly accessible
spaces by law enforcement authorities,
the compromise text clarified the ob-
jectives according to which such use
is considered strictly necessary for law
enforcement purposes; law enforcement
authorities should therefore be allowed
to use such systems as an exception.

In order to prevent Al systems that
are not expected to seriously violate fun-
damental rights or pose other significant
hazards from being classified as high
risk, the compromise proposal now in-
cludes an additional horizontal layer on
top of the high-risk classification made
in Annex III. In fact, while categorizing

Al systems as high risk, it should also be
taken into consideration how significant
the output of the Al system is in rela-
tion to the relevant action or decision to
be made. The significance of the output
of an Al system is assessed based on
whether or not it is purely accessory in
respect of the relevant action or decision
to be taken.

Many of the requirements involv-
ing high-risk Al systems, as provided
in Chapter 2 of Title III of the proposal,
have been clarified and adjusted in such
a way that they are more technically fea-
sible and less burdensome for stakehold-
ers to comply with. In view of the fact
that Al systems are developed and dis-
tributed through complex value chains,
the compromise text includes changes
amending the allocation of responsibili-
ties and roles.

The Council also defined the scope
of the proposed Al Act and provisions
relating to law enforcement authorities
in order to exclude national security,
defence, and military purposes from its
scope. The Council further clarified that
the AI Act should not apply to Al sys-
tems (and their outputs) used for the sole
purpose of research and development or
to the obligations of people using Al for
non-professional purposes.

A number of amendments have been
made to the rules governing the use of Al
systems for law enforcement in order to
take into account the unique character-
istics of law enforcement agencies. No-
tably, some of the related definitions in
Art. 3, such as ,,remote biometric iden-
tification system® and ,,real-time remote
biometric identification system®, have
been fine-tuned in order to make clear
which situations fall under the related
prohibition and high-risk use case and
which situations do not. The compro-
mise proposal also includes additional
changes that, under the right conditions,
are intended to guarantee a suitable de-
gree of flexibility in the use of high-risk
Al systems by law enforcement authori-
ties and take into account the neces-
sity of maintaining the confidentiality of

sensitive operational data in connection
with their operations.

In order to simplify the compliance
framework for the Al Act, the compro-
mise text contains a number of clarifi-
cations and simplifications to the pro-
visions on the conformity assessment
procedures. It also substantially modi-
fies the provisions on the Al Board, with
the objectives of ensuring its greater au-
tonomy and strengthening its role in the
governance architecture for the AIA.

The compromise text further includes
a number of changes that increase trans-
parency with regard to the use of high-
risk Al systems. It specifies that a nat-
ural or legal person who has reason to
believe that an infringement of the pro-
visions of the Al Act has occurred may
make a complaint to the relevant market
surveillance authority and reasonably
expect such a complaint to be handled
according to the dedicated procedures of
that authority.

Next steps: once the EP agreed on its
position, trilogue negotiations can start.
(AP)

Institutions

Council

Programme of the Swedish Council
Presidency

On 1 January 2023, Sweden assumed
the Presidency of the Council of the EU
for the period from 1 January 2023 to
30 June 2023. Alongside unprecedent-
ed support for Ukraine in its defence
against the Russian aggression, the
Swedish Presidency will focus on secu-

rity, competitiveness, green and energy
transitions, and democratic values and
the rule of law. Priorities in the area of
Justice and Home Affairs is being given
to combating organised crime, terrorism,
and violent extremism as well as to the
review of the EU’s migration and asy-
lum system.

In detail, Sweden plans to intensify
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negotiations on the following dossiers:

The upcoming proposal for a Direc-
tive on the transfer of criminal proceed-
ings;

The proposal for a new Directive on
asset recovery and confiscation;

The revision of the Directive on pro-
tection of the environment through crim-
inal law.

Priority will also be given to equip-
ping law enforcement and prosecution
authorities in order to effectively combat
crimes committed online. The Swedish
Council Presidency will continue nego-
tiations on the Priim II Regulation, focus
on implementation of the interoperabil-
ity programme and move forward with
the Directive on information exchange.
It will commence negotiations on a
new Directive to combat male violence
against women as well as intimate part-
ner violence. Lastly, it aims to initiate
negotiations on the Commission’s pro-
posal to improve possibilities for col-
lecting and using advance passenger in-
formation to strengthen border controls
and law enforcement. (CR)

Results of the Czech Council
Presidency
After France, the Czech Republic held
the Presidency of the Council of the
European Union from 1 July to 31 De-
cember 2022. Sweden is the third Presi-
dency of the current trio of presidencies
and commenced its Council Presidency
on 1 January 2023 (for the Swedish pro-
gramme in JHA —separate news item).
While the original programme of the
trio of presidencies of the Council of the
EU (—eucrim 4/2021, 207) focused on
strengthening the Schengen area as well
as on money laundering and corrup-

tion, the Czech Council Presidency was
marked, in particular, by the Russian
aggression against Ukraine, especially
with regard to energy issues. In the area
of of Justice and Home Affairs, the fol-
lowing results could be achieved:

Under the Czech Presidency, the deci-
sion to enlarge the Schengen area to in-
clude Croatia could be taken (—eucrim
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news of 14 December 2022). Hence,
land border controls between Croatia
and neighbouring Schengen countries
have been abolished as of 1 January
2023. The Czech Presidency also fo-
cused intensively on implementation of
the interoperability of large-scale EU

information systems in the area of free-
dom, security and justice.

Progress was achieved in the negotia-
tion of legislation on the following dos-
siers:

The proposal for preventing and com-
bating child sexual abuse;

The proposal for a Directive on pro-
tection of the environment through crim-
inal law;

The proposal for a Directive on the
exchange of information between law
enforcement authorities of the Member
States of the EU.

Finally, political agreement could be
reached for the future legal framework
on e-evidence (—eucrim news of 7 April
2022). (CR)

European Parliament

70 Years of the European Parliament:
Commemoration Celebration

On 22 November 2022, the President
of the European Parliament Roberta
Metsola addressed the Plenary Session
in Strasbourg to commemorate the Eu-
ropean Parliament’s 70 years of exist-
ence. 10 September 2022 marked the
70th anniversary of the first meeting of
the Common Assembly of the European
Coal and Steel Community (ECSC), the
European Parliament’s forerunner. The
ECSC convened in 1952 for the first time
and comprised 78 appointed parliamen-
tarians from the national parliaments of
each member state. In 1958, following
the creation of the European Economic
Community and the European Atomic
Energy Community, the Common As-
sembly of the ECSC was enlarged and
renamed the ,“European Parliamentary
Assembly”. In 1962, it adopted the name
,,European Parliament™.

In her opening remarks, President
Metsola observed that, in the 70 years
since the Common Assembly of the Eu-
ropean Coal and Steel Community held
its inaugural meeting, the ,,Assembly
grew from strength to strength®. She
added: “The European Parliament has
become the only directly elected, mul-
tilingual, multi-party transnational par-
liament in the world. Its 705 directly
elected members are the expression of
European public opinion (...)“.

Her speech was followed by contri-

butions from the prime ministers of the
three countries hosting Parliament’s seat,
namely Belgium’s Prime Minister 4/ex-

ander de Croo, Luxembourg’s Prime
Minister Xavier Bettel, and France’s
Prime Minister Elisabeth Borne. All
three emphasised the significance of the
EP’s role and actions.

In line with the prime miniters, most
of the seven political group leaders un-
depinned the credo that only a demo-
cratic Europe has a future. While some
political group leaders voiced critical
and anti-European sentiments, Ms Met-
sola emphasised that this only serves to
demonstrate the existence of democracy,
pluralism, and pluralistic perspectives in
the Parliament. (AP)

European Court of Justice (ECJ)

70th Anniversary of EU Court of Justice

On 4 December 1952, the first members
of the Court of Justice took up their du-
ties with the mission of ensuring that
»the law is observed”, especially ,,in
the interpretation and application® of
the Treaties. Based in Luxembourg, the
CJEU started as a single court in 1952
called the Court of Justice of the Eu-
ropean Coal and Steel Communities.
In 1958, it was renamed the Court of
Justice of the European Communities
(CJEC). The Court of First Instance
(which was renamed General Court as

from December 2009) was created in
1988, followed by the creation of the
Civil Service Tribunal in 2004. In 2009,
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with the entry into force of the Treaty of
Lisbon, the Court of Justice of the Euro-
pean Union (CJEU) acquired its current
name and composition, consisting of two
courts: the Court of Justice and the Gen-
eral Court. From 1 September 2016, the
Civil Service Tribunal ceased to operate
after its jurisdiction was transferred to
the General Court. Since its creation in
1952, the CJEU has delivered 42,129
judgments and orders. Today, it has 265
members. A peculiarity of the CJEU is
its multilingualism, since each of the of-
ficial EU languages can be the language
of the case and its judgments are trans-
lated into the other EU languages.

The 70th anniversary was also at the
centre of the special Meeting of Judges
that was held from 4-6 December 2022
at the CJEU, bringing together the mem-
bers of the Court of Justice and of the
General Court of the European Union,

the presidents of the Constitutional
and Supreme Courts of all the Member
States, and the presidents of the Euro-
pean Court of Human Rights and of the
Court of the European Free Trade Asso-
ciation (EFTA). (CR)

Buildings of CJEU in Luxembourg
Renamed

To mark its 70th anniversary (—previous
eucrim news), the Court of Justice of the
EU decided to give new names to the
newest parts of its building complex:
Comenius, Montesquieu, Rocca, and
Themis are now the names of towers
which have been designated so far only
with the letters A, B, C, and Annex C.
Two existing buildings already carry the
names Erasmus and Thomas More.

By bestowing new names to the
buildings, the Court continues its ap-
proach of appreciating personalities
who stood for the values that the CJEU
defends. According to the President
of the CJEU, Mr Koen Lenaerts, the
Court wished to “select personalities
who were amongst the first defenders
of values that the jurisprudence of the
Court of Justice and the General Court
protects, such as democracy, the rule

of law, respect for diversity, including
multilingualism, equal access to knowl-
edge and, more broadly, equal opportu-
nities and social justice.”

Jan Amos Komensky (1592-1670),
known as ,,Comenius®“, was a philoso-
pher and pedagogue and the first de-
fender of universal education. Charles-
Louis de Secondat de la Bréde, Baron de
Montesquieu (1689-1755), was a law-
yer, judge, and writer and one of the first
comparativists of law as well as a pio-
neer of modern sociology. In his work
The Spirit of Law, he set out the basis for
the principle of the separation of powers.
Giustina Rocca is regarded as the first
female lawyer in history. Themis is the
goddess of justice in Greek mythology.
(CR)

Allocation of Fictional Names
to CJEU Cases
As of 1 January 2023, in references for
preliminary rulings, natural persons are
allocated a fictional name suggested by a
computerised automatic name generator.
While before July 2018, actual names
of the natural persons involved in pro-
ceedings before the CJEU had been used
to designate the cases, since 1 July 2018,
these names have been replaced with
initials to better protect the persons’ per-
sonal data (—eucrim news of 20 Octo-
ber 2018).
Yet, cases for preliminary rulings
lodged from 1 January 2023 onwards
are allocated fictional names suggested

by a computerised automatic name gen-
erator in order to make it easier to recall
the names of such cases and to cite them
both in case law and elsewhere. These
fictional names do not correspond to the
real name of any party to the proceed-
ings and in principle, do not represent
an existing name. The fictional name
generator divides words into syllables,
which are then randomly combined to
produce fictional names. There is a gen-
erator for each official language of the
EU and additional generators will be de-
veloped, where necessary, for languages
of third countries.

However, the allocation of fictional
names does not affect references for pre-
liminary rulings in which the name of the
legal person is sufficiently distinctive. In
this case, the name of that legal person
is used as the name of the case. Further-
more, it is not applied for direct actions.
In direct actions, the CJEU continues to
allocate a conventional name, which will
appear in brackets after the usual name
of the case. The computerised allocation
is also not used in requests for opinions
and appeals to the CJEU as well as for
cases before the General Court. (CR)

CJEU Annual Review 2021

On 17 November 2022, the CJEU pub-
lished its Annual Review for the year
2021. The Annual Review presents sum-
maries of the most important judgments
of 2021 organized by topic. It also in-
cludes an overview of the most impor-
tant developments of the year, featuring
images, infographics, and statistics. A
selection of judgements is presented that
raise legal issues which may be of par-
ticular interest to the public. The subject
matter of these judgements includes the
rule of law, competition, the environ-
ment, institutions, taxation, intellectual
property, protection of personal data,
consumer protection, family law, social
security, equal treatment, state aid, so-
cial law, and the banking union.

Looking at the figures for 2021, the
number of cases brought before the
CJEU increased to 1720 cases compared
with 1584 in 2020. The rise in cases can
be attributed primarily to the significant
increase in appeals against decisions of
the General Court.

Intotal, 1723 cases were closed in 2021
and 2541 cases are pending before the two
courts. The average duration of proceed-
ings increased slightly to 17.2 months
compared to 15.4 months in 2020. This
slight increase can be mainly explained by
the steps taken to mitigate the effects of
the health crisis, including granting par-
ties an additional month to submit their
written submissions. The CJEU’s budget
in 2021 amounted to €444 million.
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Looking at the Court of Justice, 838
new cases were brought before the court,
including 567 references for preliminary
rulings. Most of the references for pre-
liminary rulings came from Germany
(106), followed by Bulgaria (58) and
Italy (46).

Lastly, the review looks back at the
steps taken to ensure closer contact be-
tween the CJEU and EU citizens, includ-
ing a project to provide web streaming
of certain hearings before the Grand
Chamber. Another project in this regard
is the remote visit project: European
citizens can visit the Court online under
conditions that are as similar as possible
to those offered to individuals visiting in
person. (CR)

OLAF

Controller of Procedural Guarantees
Published Procedure of Handling
Complaints

On 28 December 2022, the decision of
OLAF’s Controller of procedural guar-
antees on how she will handle com-
plaints was published in the Official
Journal (O.J. C 494, 17).

The Controller of procedural guar-
antees is a new function established by
Art. 9a of Regulation 2020/2223 for the
purpose of protecting and complying
with procedural guarantees and funda-
mental rights in the context of OLAF’s
investigations. Persons concerned may
lodge complaints with the Control-
ler regarding OLAF’s compliance with
procedural guarantees as well as on the
grounds of an infringement of the rules
applicable to investigations by OLAF,
in particular infringements of proce-
dural requirements and fundamental
rights. The Controller is responsible
for issuing recommendations on how
to resolve complaints, where necessary
suggesting solutions to the issues raised
in the complaint. On 4 May 2022, the
European Commission appointed Ju-
lia Laffranque, an Estonian national, as
Controller of procedural guarantees for
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investigations conducted by the Europe-
an Anti-Fraud Office (OLAF) for a non-
renewable mandate of five years.

The Decision at issue includes the im-
plementing provisions for the handling
of complaints as provided for in Art. 9b
of Regulation 2020/2223. It lays down
rules to be followed in relation to the
lodging, processing and follow up of
complaints submitted to the Controller.
The Controller will handle complaints
against OLAF in complete independ-
ence, including from the Commission,
OLAF and the Supervisory Committee.
(TW)

Working Arrangement between OLAF
and Vietnamese Ministry of Finance

On 14 December 2022, OLAF and the
Ministry of Finance of the Socialist Re-
public of Viet Nam signed a working
arrangement, which will facilitate coop-
eration between OLAF and the Vietnam-
ese customs services. The arrangement
also implements the protocol on mutual

administrative assistance in customs

matters that was concluded between the
EU and Viet Nam in the framework of
their free trade agreement in 2019.

The arrangement covers the exchange
of information between OLAF and Viet
Nam Customs in connection with the
fight against illicit trade in tobacco prod-
ucts, counterfeit goods, origin fraud,

customs valuation fraud, illicit tranship-
ment of waste and endangered species.
It also regulates assistance and coopera-
tion in operational activities and training
as well as the establishment of contact
points on each side. (TW)

Working Arrangement between

OLAF and UNHCR

On 2 December 2022, OLAF signed an
administrative cooperation working ar-
rangement with the United Nations High
Commissioner for Refugees (UNHCR).
Even though the arrangement does not
establish new obligations under interna-

tional and EU law, it aims at strength-
ening and streamlining the existing
cooperation between OLAF and the UN-

HCR, in order to better protect humani-
tarian aid from fraud. When signing the
arrangement, OLAF Director-General
Ville Itdld and Inspector General of the
UNHCR Anthony Garnett stressed the
importance of the fight against fraud in
this area since the EU is the third largest
donor to the UNHCR after the United
States and Germany, giving €179 mil-
lion in 2021 to help protect refugees and
the forcibly displaced.

The arrangement deals with the ex-
change of information between the two
bodies, cooperation in investigative ac-
tivities, risk analysis and training.

It is the fourth cooperation arrange-
ment that OLAF signed with UN offices
and agencies, the other three being with:
the Office of Internal Oversight Services
of the United Nations Headquarters; the
Office of Audit and Investigations of
the United Nations Development Pro-
gramme (UNDP); the United Nations
Office for Project Services (UNOPS).
(TW)

Results of Operation Shield Ill against
Illicit Medicine Trafficking and Doping
Substances

On 19 December 2022, Europol and
OLAF informed of the results of the
third edition of the global operation
SHIELD. Coordinated by Europol and
supported by OLAF, the EU Intellectual
Property Office (EUIPO), Frontex, the
World Anti-Doping Agency (WADA),
and the World Customs Organisation

(WCO), police and customs authori-
ties in 28 countries targeted misused or
counterfeit medicines, doping substanc-
es, illegal food or sport supplements and
counterfeit COVID medical supplies.

During the operation, which was
carried out between April and Octo-
ber 2022, authorities were able to take
medicines and doping substances worth
over €40 million off the market. 349
suspects were arrested or reported to
judicial authorities. 59 organised crime
groups were dismantled, 10 under-
ground labs shut down, and 89 websites
taken offline.
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The operation revealed that illicit
medicine trafficking is seemingly as lu-
crative as or even more lucrative than
narcotics trafficking for organised crime
groups. While criminal networks are still
exploiting opportunities offered by the
COVID-19 pandemic, trafficking with
medicines and protective equipment
has met a significant decrease. Reasons
for this decrease are a closer monitor-
ing of the topic by law enforcement and
the offering of vaccines free of charge
by states thus creating an unfavourable
market for criminals.

OLAF supported operation
SHIELD III by leading targeted ac-
tions from national customs authorities.
Customs authorities of 14 EU Member
States intercepted over 430.000 tablets —
mainly medicine for erectile dysfunction
and hormonal supplements — and some
650 vials of various medicines. For the

previous edition of operation SHIELD
—eucrim 4/2021, 209. (TW)

OLAF Recommended Recovery of

€19.5 Million Fraudulently Acquired

in Water Projects

In November 2022, OLAF concluded
investigations into fraud and irregulari-

ties in relation to several water infra-

structure and wastewater modernisation

projects. Two cases played in Bulgaria,

one in Romania, and one in Hungary. In
total, OLAF recommended the recovery
of over €19.5 million. Fraud patterns in-
cluded the following:

Plant that was constructed but never
started operating;

False documents submitted in public
tender procedures;

Use of unchanged and ineffective
treatment technology;

Implementation of the project by sub-
standard work.

OLAF pointed out that the EU funded
projects were meant to supply clean water
and protect citizens and the environment
from contamination, but instead some
projects led to dangers for public health
and the environment, including the pollu-
tion of local rivers and streams. (TW)

OLAF Revealed Irregularities in
Hungarian Waste Management Project

In November 2022, OLAF closed in-
vestigations into an EU-funded waste

management project in Hungary. OLAF
recommended that the European Com-

mission recover almost €11 million spent
from the EU’s budget. The EU supported
the establishment of a plant to produce
compostable waste in an efficient and
OLAF’s
investigations revealed that several pro-

environmental-friendly way.

ject targets and objectives were not ful-
filled and that even dangers were caused
by the operators. In addition, due to reg-
ular breakdowns of the waste treatment
technology, large quantities of untreated
biological waste were disposed of ille-
gally. Consequently, OLAF also issued
a so-called administrative recommenda-
tion for the improvement of checks on
the compliance of certain aspects of EU-
funded projects and on the fulfilment of
their targets. (TW)

Operation OPSON XI: Almost 15 Million
Litres of lllicit Beverages Pulled Off the
Shelves

On 17 November 2022, OLAF and Eu-
ropol informed of the results from the
meanwhile eleventh operation OPSON,

which was carried out between Decem-
ber 2021 and May 2022. Operation OP-
SON targets counterfeit and substandard
food and beverages, and food fraud in
general (for operations in previous years
—eucrim 3/2021, 143; eucrim 2/2020,
80 and eucrim 2/2019, 90).

During the operation almost 15 mil-
lion litres of beverages (including al-
cohol and wine) and almost 27,000
tonnes of fake food were seized. In total,
around 74,000 checks were carried out,

80 arrest warrants issued, and over 175
criminal cases and 2,078 administrative
cases opened. Law enforcement authori-
ties in 25 European countries and in the
United States were successful in disrupt-
ing eight criminal networks.

In its press release, Europol pre-

sented some examples of food fraud
in countries involved in the operation.

Operation OPSON XI was coordinated
by OLAF, Europol, the European Com-
mission Directorate-General for Health
and Food Safety (DG SANTE), Euro-
pean Commission Directorate-General
for Agriculture and Rural Development
(DG AGRI), the European Union Intel-
lectual Property Office (EUIPO), and
Interpol. (TW)

European Public Prosecutor’s Office

European Chief Prosecutor Complained

about Ireland’s Non-Cooperation

On 23 November 2022, European Chief
Prosecutor Laura Kovesi addressed a
letter to the Commission on Ireland’s re-
fusal to cooperate with the EPPO. The
information letter is based on Recital
16 of Regulation (EU) 2020/2092 on a
general regime of conditionality for the

protection of the Union budget. Accord-
ingly, the Commission should take into
account EPPO’s reports when assessing
a breach of the principles of the rule of
law by an EU country (which could lead
to the interruption, reduction, termina-
tion or suspension of payments from the
EU budget to the country).

Even though Ireland does not take
part in the enhanced cooperation scheme
of the EPPO, Ireland is obliged to co-
operate on the basis of the existing EU
instruments, in particular the 2000 Con-
vention on Mutual Assistance in Crimi-
nal Matters between the Member States
of the European Union and the Frame-
work Decision on the European Arrest
Warrant.

Kovesi pointed out that Ireland has
persistently refused to execute EPPO’s
requests for judicial cooperation since it
does not recognise the EPPO as a com-
petent authority for the application of
existing instruments for judicial coop-
eration, as notified by the participating
Member States. As a result, the EPPO is
unable to obtain evidence from Ireland
in cross-border cases. Thus, the EPPO’s
ability to counter criminality affecting
the Union budget is systematically hin-
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dered, Kovesi wrote. The EPPO current-
ly has six ongoing investigations involv-
ing Ireland.

Reports by the EPPO under Recital
16 of Regulation 2020/2092 were previ-
ously sent to the Commission also in re-
lation to Slovenia and Poland (—eucrim
1/2022, 16-17 and 22). (TW)

EPPO-LEX — New EPPO Website

The new website EPPO-LEX (www.ep-
po-lex.eu) — the legal research library
on the European Public Prosecutor’s
Office — provides easy access to all
types of legal documents concerning
the EU’s new criminal law enforcement
body. The website was initiated by Dr.
Hans-Holger Herrnfeld (former senior
public prosecutor and Head of Divi-
sion at the German Federal Ministry of
Justice) and is supported by numerous
practitioners and academics with a
wealth of expertise in European crimi-
nal law and the workings of the EPPO.
The website is designed to help users
find their way through the complex
legal framework guiding the opera-
tion of the EPPO. It is centred around
an “Annotated Regulation” contain-
ing the text of the EPPO Regulation
(Council Regulation (EU) 2017/1939)
and enhanced with links to other rel-
evant documents (e.g. other EU legal
instruments, EPPO College decisions,
CJEU judgments, etc.) and editorial
remarks. The website also contains
an “EPPO Atlas” with country-specific
information, such as the implementing
legislation of the Member States, the
notifications required under Art. 117
of the EPPO Regulation, and Working
Arrangements between the EPPO and
individual national authorities.

The website also contains a general
introduction to the EPPO. This text is
an updated version of the introduction
to the Commentary on the European
Public Prosecutor’s Office, authored
by Herrnfeld/Brodowski/Burchard and
published by Nomos in 2021. Lastly,
EPPO-LEX contains a curated bibliog-
raphy on legal literature regarding the
EPPO. The website editors welcome
any suggestions for amendments or
improvements to the website, which
can be sent to editor@eppo-lex.eu.

Dr. Sebastian Trautmann
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Laura Kovesi Adresses German
Parliamentarians in Speech

On 9 November 2022, European Chief
Prosecutor Laura Kdvesi spoke at the

Legal Affairs Committee of the German
Bundestag. She reported on the achieve-
ments of the EPPO since the start of its
operational activity on 1 June 2021, em-
phasising that the EPPO worked very ef-
ficiently when comparing input and out-
put. While the budget for the EPPO was
less than €45 million in 2021, the EPPO
was able to seize more than a quarter of
a billion of Euro in the same year. “By
defending the financial interests of the
European Union, the EPPO is in reality
bringing money back into national bud-
gets”, she added.

Kovesi gave examples on how the
EPPO has improved the protection of the
EU’s financial interests, but stressed that
it can only do so if the Office is properly
equipped. She pointed out that the work-
load is expected to increase extensively
in the next three years, which brings the
existing legal framework to its limits.
She also said that the full potential of the
EPPO has not been deployed yet, consid-
ering that the current level of detection of
EU fraud is still unsatisfactory. Given that
several national authorities failed to report
any suspicion of serious VAT and customs
fraud, the EPPO has recently engaged in
establishing an elite corps of highly quali-
fied financial fraud investigators who can
effectively tackle transnational crime with
specialised expertise.

She criticised that the EPPO is still
treated as a decentralised EU agency,
which does not correspond to its status
as an independent judicial EU body and
which should be corrected by way of a
legislative amendment. Further issues of
review concern the following:

Bureaucracy reduction regarding the
administration of European Delegated
Prosecutors;

Clarification of modalities of EPPO’s
cross-border investigations.

Ultimately, she favoured an extension
of EPPO’s competence to the violation
of EU restrictive measures, which needs

a dissuasive, effective and uniform
EU response. (TW)

EPPQ’s Operational Activities
November-December 2022

Eucrim regularly gives an overview of
EPPO’s operational activities. The fol-
lowing covers the period from the be-
ginning of November to the end of De-
cember 2022 (for previous overviews
—eucrim  3/2022, 176-177; eucrim
2/2022, 97-98; eucrim 1/2022, 17-18;
and eucrim 4/2021, 210-211) and is an
abridged version of the online publica-

tion of this news item:

29 December 2022: The EPPO in
Zagreb, Croatia, indicts four persons
and two legal entities for their involve-
ment in a large procurement fraud in
2017/2018.

22 December 2022: A tribunal in
Palermo, Sicily, issued the first verdict

in an EPPO case in Italy. 10 persons
were sentenced to imprisonments for
having established an organised tobacco

smuggling scheme.

19 December 2022: Investigations by
the EPPO against an organised criminal
group that fraudulently obtained EU and
national funds and operated in Austria
and Romania leads to the indictment of
23 persons before the criminal tribunal

in Bucharest, Romania.

19 December 2022: EPPO’s office
in Bucharest, Romania, indicts five
persons and four companies for having

fraudulently received funds for the de-
velopment of the Danube Delta.

15 December 2022: The EPPO re-
quests the lifting of immunity of the
two Greek MEPs Eva Kaili and Maria
Spyraki for “fraud detrimental to the EU
budget, in relation to the management

of the parliamentary allowance, and in
particular concerning the remuneration
of Accredited Parliamentary Assistants”.

14 December 2022: Upon request by
the EPPO, Italian customs seizes 28 new

electric cars involved in a smuggling
scheme.

8 December 2022: In the framework
of investigations into a major VAT fraud
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scheme, led by the EPPO in Munich,
Germany, one suspect is arrested in Ro-

mania and data, emails, paperwork etc.

is seized.

7 December 2022: In an investigation
on a major VAT fraud scheme led by the
EPPO, the Portuguese Tax Authority
executes several search warrants in the

15 November 2022: Under the direc-
tion of the EPPO, the French customs
authorities carry out several searches
in France against an organised criminal
group that smuggled fashion items.

10 November 2022: Within an inves-
tigation led by the EPPO, the Guardia di
Finanza seizes banking accounts of an

cities of Aveiro, Porto and Lisbon and

arrests three suspects.
7 December 2022: The EPPO files
an indictment against the mayor of

Brahasesti, Romania, for attempted sub-
sidy fraud and forgery of official docu-
ments.

5 December 2022: The EPPO has the
premises of the French National Assem-
bly and premises in Bordeaux searched
in an investigation against a former

French MEP for misappropriation of
funds.

30 November 2022: The EPPO con-
ducts searches in several homes and

premises in Czechia in a case of suspect-

ed subsidy fraud and illegal advantage in
public procurement.

29 November 2022: The EPPO re-
ports on one of its first and major cross-
border operations against VAT fraud —
the Operation “Admiral”.

24 November 2022: The Guardia
di Finanza secizes assets worth over
€24 million against companies and in-
dividuals in Sicily and Southern Italy in

EPPO investigations against two crimi-
nal groups for VAT evasion.

24 November 2022: Following a re-
quest by the EPPO and the issuance of
a judicial decree, the Guardia di Finanza
freezes the bank accounts of an Italian

company suspected of fraud involving
EU and regional funds of over €70 000.

23 November 2022: Dutch authorities
seize thousands of computers, mobile
phones, perfumes, and banking accounts
of a group that allegedly committed VAT
fraud.

22 November 2022: The Guardia
Civil in Valencia, Spain, carries out

searches and seizes 14 luxury cars in
the framework of an EPPO investigation
into VAT fraud.

Italian company which allegedly com-
mitted aggravated fraud involving EU
funds up to €230,000.

2 November 2022: An EPPO investi-
gation into the evasion of customs duties
leads to the seizure of electronic devices

and accounting documents in Slovakia.
(TW)

Europol

EU Member States Froze Closer Ties
between Europol and Israel
According to media reports, representa-
tives of EU Member States in the Council
JHA working party blocked the approval
of an agreement between Europol and Is-
rael, which would allow the exchange of
personal data for the purpose of combat-
ing serious crime and terrorism. Nego-
tiations on the draft agreement between
the Commission and Israel were final-
ised at the end of September 2022.

It would have been a further step in
strengthening operational police cooper-

ation after Europol concluded a working
agreement with Israel in 2018 allowing
for the exchange of strategic information
only (i.e. excluding the exchange of per-
sonal data between the law enforcement
bodies —eucrim 2/2018, 87).
According to German newspaper re-
ports, 13 out of 27 EU Member States
refused to advance with the new agree-

ment in a meeting of the Council work-
ing party in November 2022. They par-
ticularly disapproved that the agreement
would have allowed the use of personal
data in the territories occupied by Israel
after 1967. Several delegations seem-
ingly warned that this would set “a dan-
gerous precedent with considerable po-
litical repercussions” fearing that Israel

E-Guide on EPPO Proceedings
for Defence Practitioners

The Academy for European Law
(ERA), together with the European
Criminal Bar Association (ECBA) de-
veloped an online guideline on EPPO
proceedings with special focus on
the defence perspective. The guide-
line aims at giving a short and precise
overview of the mostimportantissues
in EPPO proceedings for defence
practitioners. Next to a general over-
view of the EPPO, the guideline sets
out defence rights in EPPO proceed-
ings, looks at the admissibility of evi-
dence and dismissal of cases, and ex-
plains proceedings for judicial review
of EPPO cases.

It has been developed within the
framework of the EU-funded project
“Training on the EPPO — Working with
the EPPO at decentralised level”,
which has compiled training mate-
rials/background information and
carried out training seminars for in-
vestigators, prosecutors, judges and
defence lawyers.

The guideline for defence practition-
ers is freely accessible and currently
available in English. German and
French translations are about to fol-
low. (TW)

could use “European data” to increase
control over the occupied territories.
Concerns that the agreement would
be implemented by the new incoming
Israeli government with a new public
security minister ranking of the extreme
right was another reason for blocking

the new agreement between Europol
and Israel in the Council. Several MEPs

voiced similar concerns. (TW)

Statewatch Report on New Europol
Mandate

On 10 November 2022, Statewatch pub-
lished a report examining the new pow-

ers granted to Europol under its amend-
ed Regulation that entered into force on
28 June 2022 (—eucrim 2/2022, 98—
100). The report is targeted at civil soci-
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ety, elected officials, and anyone seeking
to better understand the role of Europol
under its amended legal framework.

Under the title ,,Empowering the
police, removing protections: the new
Europol Regulation®, the report sets out
the agency’s new powers regarding the
following:

Scope of action;

Purposes and scale of data processing
and data categories;

Sources of data;

Interoperability;

Supervision and scrutiny.

Furthermore, Statewatch’s report pro-
vides a table illustrating the evolution of
Europol’s tasks from 2016 until today.
Lastly, the report offers an overview of
personal data processing by Europol (ei-
ther for cross-checking or for strategic/
thematic analysis, operational analysis,
or to facilitate the exchange of informa-
tion). This overview shows which cat-
egories of data can be processed by Eu-
ropol for which category of person, i.e.
suspects and convicts, and “likely crimi-
nals” as well as contacts and associates,
victims, witnesses, and informants.

While the report acknowledges the
establishment of new supervisory func-
tions such as the new Fundamental
Rights Officer at Europol, the authors
underline their concerns over their find-
ing that the agency has garnered greater
power while being subject to less inde-
pendent supervision and scrutiny.

The report has been published along-
side an interactive “map” of EU agen-

cies and “interoperable” policing and

migration databases, designed to aid

understanding and further research on
the data architecture in the EU’s area of
freedom, security and justice. (CR)

Europol Supports EPPO in Breaking up
VAT Fraud Scheme

On 29 November 2022, a major VAT
fraud
€2.2 billion was uncovered by the Euro-
pean Public Prosecutor’s Office (EPPO).
The bust was supported by Europol and
its European Financial and Economic

scheme worth an estimated
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Crime Centre (EFECC) as well as by law
enforcement agencies from 14 EU Mem-
ber States. The investigation, which had
already begun in April 2021, revealed
a VAT fraud scheme based on the sale
of electronic goods through a suspected
company in Portugal and close to 9000
other legal entities, involving more than
600 natural persons located in over 30
countries. Europol provided analytical
support, helped obtain financial infor-
mation from Financial Intelligence Units
across Europe, and deployed six experts
to assist in the investigative measures at
the national level during the Action Day.
(CR)

Guidelines for First Responders in Child
Sexual Abuse and Exploitation Cases

On 18 November 2022, Europol pub-
lished the public version of a new set of
Guidelines for First Responders in Child

Sexual Abuse and Exploitation Cases.
The guidelines are targeted at persons
that, in their professional capacity, are

among the first to be informed about a
(potential) case of child sexual abuse
and are required to (re)act in order to
prevent further harm to the child. While
such persons may include those working
in education and medicine, the guide-
lines are especially targeted at persons
working in law enforcement.

The guidelines start with an overview
of the rights of victims, with a special
focus on children being particularly
vulnerable. They emphasize the need
to not generalize a situation, to avoid
any discrimination or possible devalua-
tion of the victims’ rights, and to have
the best interest of the child as a guiding
principle and primary concern through-
out all activities carried out by the first
responder. In a second step, the guide-
lines provide scenario examples aiming
to help first responders understand how
to support such victims and what they
should keep in mind and pay attention
to. Detailed information is given on the
so-called “5Fs” in trauma, i.e. five dif-
ferent automatic and instinctive respons-
es to fear and trauma that can be seen

in the context of sexual assault: fight,
flight, freeze, flop, and friend.

The restricted version of the guide-
lines has been embedded into the Euro-
pean Cybercrime Training and Education
Group’s (ECTEG) e-learning tool for first
responders (eFIRST). For more informa-
tion, interested members of law enforce-
ment can reach out to Europol’s European
Cybercrime Centre (EC3). (CR)

European Data Protection Supervisor

TechSonar Report 20222023

In September 2021, the European
Data Protection Supervisor (EDPS)
launched the foresight-related project
called ,, TechSonar“. With TechSonar,
the EDPS hopes to be able to better de-
termine which technologies are worth
monitoring in order to be better prepared
for a more sustainable digital future in
which the protection of personal data is
efficiently guaranteed (—eucrim news
of 3 June 2022). In November 2022,
the EDPS published the second edition
of its TechSonar Report for the years
2022-2023.

In the first chapter, the 2022-2023
report describes the methods applied to
conduct such a foresight-related analysis
and which emerging technologies were
selected for the report:

Fake news detection systems;

The metaverse;

Synthetic data;

Federated learning;

Central Bank Digital
(CBDC).

For each of these technologies, pos-
sible positive and negative impacts on
data protection are outlined.

Currency

Regarding fake news detection sys-
tems, negative impacts projected by the
report are, for instance, error rates in the
accuracy of applied algorithms and an
increase in automated decision-making.
Positive impacts include raised aware-
ness and media literacy at the consumer
level, with a corresponding effect on
data protection, as well as reduced defa-
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mation of individuals through effective
fake news detection.

Looking at the metaverse, the report
finds a series of negative foreseen im-
pacts for data protection such as deeper
profiling and constant monitoring, espe-
cially of special categories of personal
data like physiological responses, emo-
tions, and biometric data.

For synthetic data — artificial data
that is generated from original data and
a model that is trained to reproduce the
characteristics and structure of the origi-
nal data — the report finds positive po-
tential technological impacts to enhance
privacy and to improve fairness through
less bias, depending on the quality of
the original data on which the model is
based.

Issues identified with regard to fed-
erated learning (i.e. the development of
machine learning models where only
model parameters are shared between
the parties instead of entire datasets)
concern the efficiency of communica-
tion and synchronization between the
devices, in order to ensure that training
tasks will work within a heterogeneous
set of devices and address risks concern-
ing data heterogeneity and privacy leaks.

Lastly, in the field of Central Bank
Digital Currency (a new form of money
that exists only in digital form), posi-
tive future impacts on data protection
include expectations for more control
over personal data and security as well
as enhanced possibilities for anonymity
throughout the payment process. Con-
cerns include the fear that the concentra-
tion of data in the hands of central banks
could lead to increased privacy risks
for citizens, that wrong design choices
might worsen data protection issues in-
volving digital payments, and that lack-
ing security might turn into severe lack
of trust on the part of users.

For all technologies, the report pro-
vides dashboards offering figures, sta-
tistics, and information on relevant
documents, authors, organizations, and
projects as well as heatmaps for numer-
ous countries. (CR)

Cooperation between EDPS and ENISA
On 30 November 2022, the European
Data Protection Supervisor (EDPS) and
the European Union Agency for Cyber-
security (ENISA) signed a Memorandum
of Understanding (MoU) to further en-
hance their strategic cooperation. Under
the MoU, both organisations will join
efforts in capacity building and aware-
ness-raising activities and cooperate on
policy-related matters concerning topics
of common interest. Furthermore, a stra-
tegic plan will promote the awareness of
cyber hygiene, privacy and data protec-
tion among EU institutions, bodies, of-
fices, and agencies (EUIBOAs). (CR)

Frontex

Council Gives Green Light for New
Frontex Agreements with Western
Balkans

On 18 November 2022, the Council of
the EU authorised the opening of nego-
tiations with Albania, Bosnia and Her-
zegovina, Montenegro, and Serbia to
broaden agreements on Frontex cooper-
ation. While the already existing agree-
ments between Frontex and Albania,
Montenegro, and Serbia allow Frontex
to carry out joint operations and deploy
teams in the regions of those countries
bordering the EU, future new agree-
ments — negotiated under the Agency’s
new mandate — would allow it to assist
these countries in their efforts to man-
age migratory flows, counter illegal im-
migration, and tackle cross-border crime
Further-
more, Frontex staff could exercise exec-
utive powers, such as border checks and
the registration of persons. Following

throughout their territories.

authorization by the Council, the Com-
mission is now able to start negotiations
with the four countries. (CR)

Frontex’s Annual Implementation
Report 2021

On 18 November 2022, Frontex pub-
lished its Annual Implementation Re-

port for the year 2021. The report pro-

vides dashboards, statistics, numbers, and
figures on the agency’s work with regard
to the pool of forced-return monitors, the
contribution of statutory staff to the stand-
ing corps, Member States’ participation
in the standing corps through long-term
secondment as well as through short-term
deployments, the agency’s acquisition or
leasing of technical equipment, and its
technical equipment pool (Arts. 51, 55,
56, 57, 58, 63, and 64 of Regulation (EU)
2019/1896). Furthermore, it gives a sum-
mary on the implementation of the Rapid
Border Intervention conducted upon the
request of Lithuania at its external bor-
ders in 2021. The last chapter looks at the
development of the agency’s own capa-
bilities, where swift changes are needed
(i.e. to adapt to an increasing virtual en-
vironment), its management of opera-
tional capabilities, challenges with regard
to the operationalisation of the standing
corps and the design and deployment of
uniforms, choices to be made regarding
equipment with weapons, and how to
build a European Equipment Capability.
The report describes issues with transla-
tion and interpretation, activities under-
taken to adapt to future technical needs,
and how to ,,go green” while keeping the
agency’s performance effective.

In its conclusions, the report under-
lines that the year 2021 marked the first
year of full implementation of Regula-
tion (EU)2019/1896. Hence, 2021 marks
a milestone in the agency’s achieve-
ments in terms of developing, planning,
and deploying human and technical ca-
pabilities, especially in view of the ex-
traordinary circumstances brought about
by the outbreak of COVID-19.

For the future, the report emphasizes
the need for all European border and
coast guard stakeholders to remain flex-
ible in order to stay up to date on the
various needs arising from operational
activities. (CR)

Pilot Project for Self-Registration
at Borders

Frontex, together with the French Min-
istry of the Interior, is currently testing
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a website for the impact of self-registra-
tion on overall processing times and the
potential of a self-serviced mobile appli-
cation to further improve border control.
Test participants are non-EU citizens
coming to the EU for a short stay. After
completion, the outcome of the tests and
the website itself will be made available
to the European Commission and Mem-
ber States, should they wish to use this
tool in the future. (CR)

New Officers Join the European
Standing Corps

In the second week of December 2022,
another 323 standing corps officers grad-
uated from their basic training and are
now full-fledged members of the Euro-
pean standing corps. The European Bor-
der and Coast Guard standing corps is
tasked with helping to make the Schen-
gen Area stronger and more resilient. It
includes Frontex personnel and officers
from the Member States who are sent to
the agency for long- or short-term mis-
sions. In addition, a reserve is part of
the corps that can be activated in times
of crisis. The corps began operating in
2021 and will comprise 10,000 officers
by 2027. The new officers will soon join
their approximately 2000 colleagues
who are currently working in operations
along the EU’s external borders and in
non-EU countries. (CR)

Specific Areas of Crime /
Substantive Criminal Law

Protection of Financial Interests

Council Adopted Historic Decision on
Budget Protection vis-a-vis Hungary —
Conditions also for RRF Payments

In the dispute between the EU
and Hungary over the applica-
tion of the conditionality mech-
anism, the Council decided on 16 De-
cember 2022 to withhold €6.3 billion of
EU funds for Hungary. The conditional-
ity mechanism allows measures to be
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taken to protect the Union budget and
the EU’s financial interests if certain
breaches of the rule of law by an EU
Member State adversely affect the sound
financial management of the EU budget
(—eucrim 3/2020, 174-176).

The Council decision provides that
EU funds amounting to €6.3 billion
should not be disbursed to Hungary
for the time being until the country has

implemented the necessary remedial
measures to prevent the risk of misap-
propriation and embezzlement of the
funds through corruption and improper
procurement in the country. The Council
thus follows a corresponding proposal
by the Commission of September 2022
(—eucrim 3/2022, 183). Previously,
the European Parliament had also ve-
hemently demanded that the EU must
freeze funding to Hungary due to the
persistent deficiencies in the areas of

rule of law and the fight against corrup-
tion in the country.
In its proposal of September 2022, the

Commission recommended the freezing
of €7.5 billion (equivalent to 65% of
the commitments for three operational
programmes under cohesion policy).
The Council now decided to reduce the
amount to said €6.3 billion (equivalent
to 55% of the commitments of the pro-
grammes concerned) and pay out part of
the funds. The Council justified this with
Hungary’s efforts to remedy the prob-
lems and its “degree of cooperation”.
However, the funds cannot be paid out in
full unless the remedial measures initi-
ated by the Hungarian government have
been fully implemented.

The Council also stressed that it
mainly relied on the facts and circum-
stances as assessed and substantiated by
the Commission. At the end of Novem-
ber 2022, the Commission concluded
that Hungary failed to adequately imple-

ment central aspects of the 17 remedial
measures as committed to. According to
the Commission, Hungary has not satis-
factorily reacted to identified deficien-
cies, weaknesses, limits and risks that
are widespread and intertwined in the

Hungarian public administration system
and beyond, in particular reforms in sec-
toral legislation have not remedied the
situation.

The case with Hungary represents
the first application of the conditionality
mechanism, which is based on Regula-
tion 2020/2092. Proceedings against
other states have not yet been initiated.

Hungary is also under pressure to re-
ceive money from the EU’s Recovery
and Resilience Facility (RRF —eucrim
3/2021, 151). Even though the Com-
mission endorsed Hungary’s Recovery
and Resilience Plan (RRP) on 30 No-
vember 2022, payments under the RRF

were made subject to the condition that
Hungary fully and correctly implements
27 “super milestones”. These mile-

stones include the effective implementa-
tion of all 17 remedial measures under
the general conditionality mechanism
(—supra), measures to strengthen judi-
cial independence, and the full imple-
mentation of several audit and control
measures. (TW) P

EP Calls for Revision of Current
Multiannual Financial Framework
MEPs pushed for a reform of the
EU budget to respond more effectively
to evolving needs, address funding gaps,
increase flexibility and extend the capac-
ity to respond in a crisis. This demand
for revising the current multiannual fi-
nancial framework (MFF) was made
in a resolution entitled “Upscaling the
2021-2027 multiannual financial frame-
work: a resilient EU budget fit for new
challenges”, which was adopted in ple-
nary on 15 December 2022.

The resolution includes various pro-
posals on how the headings of the current
MEFF should be revised in order to react
to the unprecedented crises followed
by the war in Ukraine. It is emphasised
that the current MFF has already been
“pushed to its limits” less than two years
after it was adopted, a situation aggra-
vated by the unforeseeable events of
2022. It is pointed out that the MFF is
“simply not equipped, in terms of size,
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structure or rules, to respond quickly
and effectively to a multitude of crises”
and “leaves the Union ill-equipped to re-
spond to any potential future crises and
needs”.

MEPs call on the Commission to
proceed with a legislative proposal for
a comprehensive, ambitious revision
of the MFF regulation. The MFF must
be scaled up “to ensure a stronger and
more agile EU budget which meets the
highest standards of transparency and
democratic accountability”. Therefore,
an increase in the MFF ceilings, as well
as an increase in and redesign of budget-
ary flexibility is requested.

The resolution includes the main pa-
rameters for arevised MFF, including the
need for flexibility and crisis response in
the EU budget. Ultimately, MEPs under-
line that the assessment of new features
of the MFF must also lay the ground for
the post-2027 MFF in support of a more
resilient EU budget. (TW)

EU Budget for 2023 Adopted

The Council and the European Parlia-
ment (on 22 November 2022 and 23 No-
vember 2022, respectively) formally ap-
proved the EU budget for 2023. In total,
next year’s budget amounts to €186.6

billion in commitment appropriations
and €168.6 billion in payment appro-
priations. This represents an increase of
+1.1% in commitments and +1% in pay-
ments compared to the 2022 budget.

The traditionally largest items in the
budget next year are again the cohe-
sion programmes for regional develop-
ment at €62.9 billion and agricultural
policy at €53.6 billion. Most of the
increase (about €280 million) is aimed
at increasing funding for Ukraine and
neighbouring countries such as Mol-
dova. Other funds are dedicated to the
energy transition.

In agreeing on the 2023 budget, the
EU institutions also agreed to endorse
the Commission’s proposals to amend
the 2022 budget later this year. Once
the approval process is completed, the
Commission will be able to, among

other things, further promote and sup-
port Ukraine, help Member States more
affected by the influx of migrants and
Ukrainian refugees, and address other
challenges facing the EU from a broader
macroeconomic perspective.

MEPs were particularly satisfied with
the negotiations on the 2023 budget,
since they secured additional funding

compared to the Commission’s draft and
the Council’s position. This particularly
concerns the following areas:

Consequences of the war in Ukraine:
inter alia, +€120 million for Erasmus+
to support students and teachers from
Ukraine, +€150 for humanitarian aid,
and +€36.5. million for the Asylum, Mi-
gration and Integration Fund;

Energy and climate: inter alia, +€10
million for the Horizon Europe research
programme, and +103.5 million for
the Connecting Europe Facility, which
funds the construction of high-quality
and sustainable trans-European trans-
port and energy networks;

Consequences of the COVID-19 pan-
demic (health and better preparedness),
culture and values: inter alia, +€41.4
million for the EU Civil Protection
Mechanism (UPCM), and +€3 million
for the Rights and Values Programme.

The European Public Prosecutor’s
Office will receive additional funding of
€2.5 million.

Note: The EU budget distinguishes
between two appropriations: Commit-
ments are the costs of all legal obliga-
tions contracted during the current finan-
cial year, possibly having consequences
in subsequent years, payments cover
expenditure actually paid out during the
current year, possibly to implement
commitments entered into in previous
years. (TW)

EP Endorses Introduction of New Own
Resources

On 23 November 2022, the European
Parliament adopted by 440 to 117 votes,
with 77 abstentions, a legislative resolu-

atom) 2020/2053 on the system of own
resources of the European Union. If the
Council adopts the decision (unanim-
ity required) and all EU Member States
ratified it, the EU will have three new in-
come sources: revenues from emissions
trading (ETS); the resources generated
by the proposed EU carbon border ad-
justment mechanism (CBAM); and a
share of the reallocated profits of very

large multinational companies (based on
Pillar 1 of the OECD/G20 agreement).
MEPs also stressed that the “Com-
mission needs to take further timely ac-
tions if the proposed new own resources
are not adopted or do not generate the

anticipated level of revenue”. In addi-
tion, the Commission should present a
proposal for a second set of new own re-
sources by the end of 2023, which could
include a financial transaction tax and a
digital levy.

The new own resources will be need-
ed, among other things, to repay debts
from borrowing under the NextGenera-
tionEU framework. This is to prevent in-
appropriate cuts in EU programmes and
an excessive increase in Member States’
contributions to the EU budget.

On 6 December2022, the Czech Coun-
cil Presidency informed about the state

of play of the negotiations on the new
own resources legal framework in the
ECOFIN Council. It clarified that the pro-
posal for a revision of the Own Resources
Decision will be tackled after the adoption
of the sectoral proposals for instruments,
i.e. the ETS and CBAM. (TW)

ECA Gives its Opinion on Recast

of Financial Regulation

On 31 October 2022, the European
Court of Auditors (ECA) published its
opinion on the Commission proposal for
a recast of the EU’s Financial Regula-
tion (—eucrim 2/2022, 105). The opin-
ion follows up an ECA opinion on the
Commission’s proposal of July 2022
and ECA’s recent report on blacklisting
(—eucrim 2/2022, 105-106).

tion approving the proposal for a Council
decision amending Decision (EU, Eur-

The proposed recast aims, inter alia,
to make the EU’s basic rules governing
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the establishment, implementation and
control of the EU budget better aligned
with the Multiannual Financial Frame-
work (MFF) package, to introduce im-
provements and simplifications to better
respond to crises, and to improve the
protection of the EU’s financial interests.

In its opinion, the ECA welcomed sev-
eral of the proposed amendments, such
as the further digitalisation in the fight
against fraud and the Early Detection and
Exclusion System being operated under
shared management with Member States.
The auditors called to mind, however, that
the scope for excluding untrustworthy
counterparties will remain greater in di-
rect management.

They also welcomed that programmes
and activities will be implemented with-
out compromising the climate and sus-
tainability goals, as recommended in a
previous Special Report.

However, the ECA also raises sev-
eral critical points of the Commission’s
proposal. For example, the proposed

recast of the EU’s Financial Regula-
tion does not address the insufficient
reporting on the Commission’s debt
management, which is particularly rel-
evant since there is currently no coher-
ent framework on the achievements of
the dept management in relation to the
NextGenerationEU and other borrowing
programmes.

The ECA also calls for more transpar-
ency and accountability in connection
with financial instruments and budget-
ary guarantee. Lastly, the proposals to
shorten the time frame for ECA’s audit
activities on annual accounts should not
be pursued at this stage, as the quality
and rigour of statements of assurance
could suffer as a result. (TW)

Council Conclusions on Cohesion
Policy

On 22 November 2022, the Council
adopted conclusions on cohesion policy.

The conclusions provide a general as-
sessment of the role of cohesion pol-
icy in fostering regional development
throughout the EU, deal with the main
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implementation challenges, and give
guidance on the way forward.

Considering that expenditure for co-
hesion is traditionally the biggest part
of the EU budget, the Council reminds
that cohesion policy is the main policy
focused on the socio-economic develop-
ment of EU regions striving to decrease
disparities among them as set out in
Art. 174 TFEU.

The Council highlights the added
value of cohesion policy, which is, ac-
cording to the conclusions, agile, mod-
ern and long-term, and has an important
leverage effect, generating an estimated
€2.7 of additional GDP at the EU level
for each €1 spent. The shared manage-
ment as a key feature for the effective
implementation of cohesion policy and
its positive impacts are also emphasised.
In addition, policy considerations con-
cern the following:

The 2014-2020 programming period;

Cohesion policy as tailor-made re-
sponse to recent crises;

The 2021-2027 programming period;

The territorial aspect of cohesion
policy;

Cohesion policy post-2027.

Ultimately, the conclusions stress the
importance of protecting the financial
interests of the EU. Regarding the cur-
rent 2021-2027 programming period,
the Council stresses the importance of
preventing and combating fraud and cor-
ruption. It calls on the Member States and
the Commission to closely cooperate on
these topics and to enhance the efficiency
of control systems. Moreover, the Com-
mission is called on to continuously sub-
stantiate the impact of cohesion policy,
determine the impact of cohesion policy
investments, and analyse the multiple
results of cohesion policy. (TW)

Corruption

EP Reaction to “Qatargate”

On 15 December 2022, MEPs adopted
a resolution calling for the broader need
for transparency and accountability in

the European institutions. The resolu-
tion lays down the consequences that the
EP would draw following allegations of
bribes paid by the states of Qatar and
Morocco to MEPs, former MEPs and
EP staff in exchange for influence at the
EP. This scandal, which is also dubbed
“Qatargate”, was revealed after the Bel-
gian police had carried out raids against
the suspects on 9 December 2022. They
resulted, inter alia, in the arrest of Greek
MEP Eva Kaili who served Vice-Presi-
dent of the EP.

In the resolution, MEPs note “with
concern that internal monitoring and
alert mechanisms of the EU institutions
have dramatically failed to detect on-
going corruption”. They denounce the
alleged corruption attempts by Qatar,
which would constitute serious foreign
interference in European democracy. As
an immediate measure, MEPs decided to
suspend all work on legislative files re-
lating to Qatar, particularly concerning
visa liberalisation and the EU aviation
agreement with Qatar.

They also call for both a special com-
mittee and an inquiry committee. The
special committee should be tasked
with identifying potential flaws in the
EP’s rules on transparency, integrity and
corruption and making proposals for re-
forms, building on the work of the Com-
mittee on Constitutional Affairs and best
practices in other parliaments. Other
measures should include the following:

Putting one EP vice-president in charge
of integrity and fighting corruption and
foreign interference in Parliament;

Adopting legislation on an ethics
body;

Introducing a cooling-off period for
former MEPs to avoid the negative ef-
fects of the so-called phenomenon of re-
volving doors;

Establishing a ban at EU level on
donations from third countries to MEPs
and political parties;

Strengthening the EU transparency
register by increasing the budget and the
number of staff and by expanding it to
representatives of non-EU countries;
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Strengthened monitoring of friend-
ship groups;

Aligning the EU staff regulation with
the Whistleblowers Directive.

Ultimately, the resolution emphasises
the role of the European Public Prosecu-
tor’s Office (EPPO), the EU Agency for
Criminal Justice Cooperation (Eurojust),
Europol and the European Anti-Fraud Of-
fice (OLAF) in the fight against corrup-
tion. It calls for the capacities of and co-
operation between the EPPO and OLAF
to be strengthened further as well as for
common anti-corruption rules applicable
to MEPs and staff of EU bodies. (TW)

Commission Appreciates Romania’s
Anti-Corruption Efforts and Closes CVM
On 22 November 2022, the Commission
announced that it intends to no longer
monitor Romania’s progress in judicial
reforms and the fight against corruption
under the Cooperation and Verification
Mechanism (CVM).

The CVM was established upon ac-
cession of Romania and Bulgaria to the
EU in 2007 in order to remedy certain
shortcomings that existed in both coun-
tries, in the areas of judicial reform and
the fight against corruption, and, con-
cerning Bulgaria, the fight against or-
ganised crime. These weaknesses were
thought to prevent an effective appli-
cation of EU laws, policies, and pro-
grammes. The Commission regularly
verified the countries’ progress against
specific benchmarks, which were in-
cluded in the CVM.

In its latest 2022 CVM report, the
Commission acknowledges Romania’s

significant efforts to implement the out-
standing recommendations through new
legislation, policies and tools to develop
the judiciary and combat corruption.
The Commission concludes that the pro-
gress made by Romania is sufficient to
meet the CVM commitments made at
the time of its accession to the EU. As
a consequence, all benchmarks can be
satisfactorily closed.

The Commission stressed that moni-

toring will continue under the annual

— Report

New Challenges in Fighting Expenditure Fraud
Report on the Conference in Prague, 23-25 November 2022

The pandemic and its fallout have affected our work and lives in many ways over the
last three years. But how are these developments, and the recovery plans that are
gradually being implemented, impacting the work of anti-fraud authorities focusing on
the expenditure side of the European Union budget?

This question was addressed by delegates at the high-level conference “Prevent —
Detect — Investigate; New Challenges in Fighting Expenditure Fraud and Irregulari-
ties” held by the European Anti-Fraud Office (OLAF) and the Czech Ministry of Finance
in Prague in November 2022, with financial support from the Union Anti-Fraud Pro-
gramme. The event offered an opportunity for key stakeholders to review the strate-
gies available by which to address new patterns of fraud in the post-pandemic world.
The conference brought together more than one hundred representatives of the rel-
evant European bodies (European Commission, OLAF, EPPO, European Court of Audi-
tors) and national authorities managing, auditing, or investigating the EU expenditure.

The EU’s long-term 2021-2027 budget and the EU’s recovery funds total some €2 trillion
— a very large amount that needs to be protected from fraud and other irregularities.
Transactions have become digital and cross-border schemes have hecome increas-
ingly frequent and complex. Perpetrators of organised crime are attempting to expand
their illicit business endeavours into fraud against EU funds. Anti-fraud authorities
need to constantly adapt to the changing anti-fraud landscape in order to stay ahead
of the game.

The national authorities of the EU’s Member States are in the frontline when it comes
to fighting fraud. Delegates explored the entire cycle of the fight against fraud:

How to prevent fraud from happening in the first place;
How to detect any attempted fraud;

How to investigate any suspicions of fraud or irregularity, so that misused funds can
be recovered and fraudsters do not go unpunished.

The vital role that existing risk-scoring and blacklisting tools can play in sharing cru-
cial information was also discussed. In addition, the increasing use of artificial intel-
ligence to estimate — and, ideally, to predict —the occurrence of errors or suspicion of
fraud will allow for quicker corrective action.

These measures require an effective digitalisation of data on projects, companies,
and transactions; the collection of fraud indicators and red flags from various ac-
tors; and cross-checks of information with all relevant partners. A common theme that
emerged during the discussions was the importance of gathering, reporting, sharing,
and analysing data — particularly in a fraud environment that has become increasingly
digital, international, and complex.

Participants stressed the need for cooperation at local, national, and EU levels for a
strong, effective front against fraudsters. There was also an exchange of views on
how to create innovative approaches to assessing the achievements of targets and
milestones related to funding from the EU’s Recovery and Resilience Facility, which
has introduced a new, different spending mode for EU funds. Other areas covered
included the role that auditors can play in fraud detection as well as the experiences
and best practices of several national and EU actors in fighting fraud.

Georg Roebling, OLAF

rule of law cycle which applies to all
EU Member States and covers, among
other things, the issues of justice sys-
tems and anti-corruption frameworks.
It also pointed out that the CVM can
only be finally closed if reforms are
sustainable and irreversible. Therefore,

Romania must continue its work on on-
going reforms, such as on the Criminal
Codes, and to ensure that all adopted
reforms, including the recent justice
laws, are implemented effectively and
in accordance with EU law and Euro-
pean standards.
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ECA Journal
A Jump to a Resilient Europe?

On 13 December 2022, the European
Court of Auditors (ECA) published a
special issue in its journal series with
various articles and interviews on the
EU Recovery and Resilience Facility
(RRF).

The RRF is a response to the severe
financial, economic and social con-
sequences of the COVID-19 pandemic
and intends to be a means of strength-
ening institutional responsibility in EU
Member States for their reforms. To
receive funding for reforms, countries
must meet milestones and targets as
a condition for payment. The assess-
ment for this requires a focus that goes
beyond efficiency and includes a de-
gree of flexibility.

Several articles in the journal deal with
the conditions, the innovative financ-
ing of the facility through bonds, the
need for a control and audit strategy,
and the role of rule of law instruments.
For the ECA, the establishment of the
RRF raises the challenge of how to
investigate potential fraud and double
funding risks. The experts provide in-
sights into strategic issues, the impact
on regularity and economic audits,
training needs, operational conse-
quences and possible scenarios for
future expenditure and audit. (TW)

Before reaching a final decision to
end the monitoring under the CVM, the
Commission will consult the Council
and the European Parliament and take
The
CVM for Bulgaria was already lifted in
2019. (TW)

into account their observations.

Money Laundering

CJEU: No Unrestricted Access to Data
of Beneficial Owners
On 22 November 2022, the
CJEU, sitting in for the Grand
Chamber, declared the current
provision of the Anti-Money Launder-

ing Directive invalid by which the gen-
eral public had nearly unrestricted ac-
cess to data of beneficial owners.
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» Facts of the case and question
referred

The cases at issue (Joined Cases
C-37/20 and C-601/20 (WM and So-
vim SA v Luxembourg Business Regis-
ters)) concerned the implementation of
Art. 30(5) first subparagraph, point (c)
of Directive 2015/849 as amended by
Directive 2018/843 (the Fifth Anti-Mon-
ey Laundering Directive, SAMLD) into
Luxembourgish law. In accordance with
the SAMLD, the law had designed the
Luxembourgish Register of Beneficial
Ownership (RBO) in such a way that
information on the beneficial ownership
of registered entities can be retained and

made available; access to these data is
open to any member of the general pub-
lic. On a case-by-case basis and in cer-
tain exceptional circumstances, a regis-
tered entity or a beneficial owner could
request the administrator of the register,
the Luxembourg Business Registers
(LBR), to restrict access to specific au-
thorities or entities.

A beneficial owner and a company
proceeded against decisions taken by the
LBR, which denied their applications
to restrict the general public’s access to
information concerning them. The refer-
ring tribunal d’arrondissement de Lux-
embourg (Luxembourg District Court,
Luxembourg) considered the disclosure
of such information capable of entailing
a disproportionate risk of interference
with the fundamental rights of the ben-
eficial owners concerned and asked the
CIEU, inter alia, to verify the validity of
the Union provisions on access to infor-
mation on beneficial owners.

» The CJEU s ruling and reasoning

The CJEU first observed that, since
the data concerned include informa-
tion on identified individuals, namely
the beneficial owners of companies and
other legal entities incorporated within
the Member States’ territory, the access
of any member of the general public to
these data affects the fundamental right
to respect for private life. In addition,
making these data available to the gen-
eral public involves the processing of

personal data. Making personal data
available to the general public in such
a manner constitutes a serious interfer-
ence with the fundamental rights en-
shrined in Arts. 7 and 8 Charter of Fun-
damental Rights (CFR), irregardless of
the subsequent use of the information
communicated.

As part of examining the justification
of the interference, the CJEU confirmed
that the provision on the general public’s
access to information respects the prin-
ciple of legality, does not breach the es-
sence of the fundamental rights, pursues
an objective of general interest, and can
be considered appropriate to attain the
objective.

However, the CJEU found that the
interference cannot be considered to be
limited to what is strictly necessary. In
this context, the CJEU compared the
amended provisions with the former
provision, which required persons or
organisations to demonstrate a “legiti-
mate interest” before access to infor-
mation on beneficial owners could be
granted. According to the CJEU, the
fact that it may be difficult to provide a
detailed definition of the circumstances
and conditions under which such a “le-
gitimate interest” exists does not con-
stitute a reason for the EU legislature to
provide for access to that information
by the general public.

Moreover, the CJEU held that the in-
terference at issue is not proportionate
stricto sensu. Accordingly, the optional
provisions allowing Member States to
make information on beneficial owner-
ship available on condition of online
registration and to provide, in exception-
al circumstances, for an exemption from
access to that information by the general
public, respectively, are, in themselves,
not capable of demonstrating either a
proper balance between the objective of
general interest pursued and the funda-
mental rights enshrined in Arts. 7 and 8
CFR or the existence of sufficient safe-
guards enabling data subjects to protect
their personal data effectively against
the risks of abuse.
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Therefore, the amended point ¢) of
the first subparagraph of Art. 30 of the
current Anti-Money Laundering Direc-
tive, which obliges Member States to
ensure that information on the beneficial
ownership of companies and other legal
entities incorporated within their terri-
tory be accessible to any member of the
general public in all cases, is invalid.

» Put in focus

The CJEU emphasised that the EU
legislature failed to strike the right bal-
ance between the fight against money
laundering/terrorist funding and the suf-
ficient protection of personal data. The
judgment triggers the need for all na-
tional legislatures to re-examine their
implementation of the SAMLD on the
point raised by the Luxembourgish case
at issue. In Luxembourg and the Nether-
lands, access to the registers of benefi-
cial owners is to be restricted in the short
term. (TW) |

CJEU Ruled on Due Diligence
Obligations under 4AMLD

On 17 November 2022, the CJEU deliv-
ered a judgment that interprets several
provisions of Directive (EU) 2015/849
on the prevention of the use of the fi-
nancial system for the purposes of
money laundering or terrorist financing
(4th Anti-Money Laundering Direc-
tive, 4AMLD). The case C-592/20 (SIA
“Rodl & Partner”) addressed questions
as to when enhanced due diligence
measures must be taken, how informa-

tion on the customer’s activities is to be
obtained, and how information on the
sanctions applied to obliged entities is to
be published.
» Facts of the case and questions
referred

In the case at issue, Rodl & Partner, a
Latvian company that provides services
for accounting, bookkeeping, auditing,
and tax consultancy, appealed a fine
imposed by the Latvian state tax admin-
istration. The latter mainly argued that
Rodl & Partner had not properly carried
out and documented an assessment of
the risk of money laundering and ter-

rorist financing in relation to two cus-
tomers (a foundation and a commercial
company) that have links to the Russian
Federation.

First, in relation to Art. 18 4AMLD,
the referring District Administrative
Court, Latvia, had doubts as to wheth-
er any non-governmental organisation
(NGO) should be regarded as a case
of higher risk and, for this reason, be
subject to enhanced due diligence crite-
ria. The Court questioned whether it is
proportional to be quasi automatically
required to categorise a customer as rep-
resenting a higher degree of risk if the
customer is a non-governmental organi-
sation and the person authorised and em-
ployed by the customer is a national of a
high corruption-risk third country (in the
present case, the Russian Federation).

Second, in relation to Art. 13(1)
4AMLD, the referring court sought
clarification as to whether a copy of the
contract concluded between the custom-
er and a third-country company must be
produced by the obliged entity (here the
Latvian bookkeeping company) vis-a-
vis the competent tax administration.

» The CJEU s reply to the first question

As regards the first question, the
CJEU stated that Art. 18 4AMLD pro-
vides for three cases in which enhanced
customer due diligence must be applied:

Specific cases referred to in Arts. 19—
24 4AMLD;

Deals with natural persons or legal
entities established in the third countries
identified by the Commission as high-
risk third countries;

Other cases of higher risk identified
by Member States or obliged entities.

The CJEU further stated that the two
first scenarios are not relevant in the
present case (Russia is only considered
a country with a high risk of corruption
but not of money laundering). Regard-
ing the third scenario, the CJEU ob-
served that — in light of Art. 5 4AMLD
— Member States have wide discretion
to provide for enhanced due diligence
obligations and to define both cases of
higher money laundering risk and due

diligence obligations themselves. This is
only limited by the principles of Union
law, in particular the principles of pro-
portionality and non-discrimination.

Against this background, the CJEU
concluded that the 4AMLD does not
require an obliged entity to automati-
cally attribute a high level of risk to a
customer solely because that customer is
an NGO, because one of the employees
of that customer is a national of a third
country with a high risk of corruption,
or because a business partner of that
customer (but not the customer itself) is
linked to such a third country. However,
a Member State may identify in national
law such circumstances as factors indi-
cating a potentially higher risk of money
laundering and terrorist financing, which
obliged entities must take into account
in risk assessment of their customers,
provided that these factors are compat-
ible with Union law, in particular with
the principles of proportionality and
non-discrimination. As a result, it is now
up to the Latvian court to decide wheth-
er the Latvian legislation provided for
such factors.
» The CJEU s reply to the second
question

As regards the second question, the
CJEU examined the scope of due dili-
gence measures to be applied by obliged
Art. 13(1) 4AMLD,
which must be interpreted in the con-
text of several other provisions in the
Directive. In conclusion, the CJEU

entities under

observed that, when exercising cus-
tomer due diligence, the 4AMLD does
not require the obliged entity to obtain
from the customer a copy of the con-
tract concluded between the latter and a
third party. However, the obliged entity
must submit to the competent national
authority other appropriate documen-
tation demonstrating, on the one hand,
that it has analysed the transaction and
established business relationship car-
ried out between that customer and the
third party and, on the other hand, that
it has duly taken this into account when
applying the due diligence required in
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view of the identified risks of money
laundering and terrorist financing.
Above and beyond these two impor-
tant issues, the CJEU also took a posi-
tion on questions of when due diligence
obligations should be applied (Art. 14(5)
4AMLD) and how accurate information
on an issued decision on a breach of na-
tional money laundering rules must be
published (Art. 60(1)(2) 4AMLD). (TW)

Council Position on Central Pieces of
AML Package

On 7 December 2022, the Council
adopted its position on the Anti-Money
Laundering Regulation and the new

(sixth) Anti-Money Laundering Direc-
tive. Once adopted, the acts will form
the “AML rulebook”, together with a
Regulation on information accompany-
ing transfers of funds and certain crypto-
assets. They were proposed by the Com-
mission in July 2021 (—eucrim 3/2021,
153 et seq.). The Council agreed on the
following major issues:

Extending the scope of the AML/
CFT Regulation to the entire crypto
sector. This means that crypto-asset ser-
vice providers (CASPs) will be obliged
to carry out due diligence measures on
their customers if they perform transac-
tions amounting to €1000 or more;

Extending the scope of the AML/
CFT Regulation to third-party financing
intermediaries, persons trading in pre-
cious metals, precious stones and cul-
tural goods;

Applying the FATF’s lists on high-
risk third countries with strategic defi-
ciencies in their AML/CFT regime with-
out the Commission having to redo the
identification process;

Harmonising and making more trans-
parent beneficial ownership rules, includ-
ing clarifications regarding multi-layered
ownership and control structures;

Enabling journalists and civil society
organisations that are connected with
the prevention and combating of mon-
ey laundering and terrorist financing to
have access to information in beneficial
ownership registers.
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Furthermore, the Council reached
agreement on rules on the powers of su-
pervisors, a minimum set of information
to which all financial intelligence units
should have access, and improved coop-
eration among authorities.

Once the European Parliament (EP)
adopted its position, trilogue negotia-
tions on the AML/CFT Regulation and
the AML/CFT Directive can start. The
EP is expected to adopt its position in
spring 2023. (TW)

CEO and BEC Fraud Dismantled

At the beginning of December 2022,
a Joint Investigation Team made up of
authorities from Romania, Italy, and the
Ukraine — with the support of Eurojust
and Europol — dismantled an organised
crime group (OCG) suspected of money
laundering and CEO and BEC (Business
E-Mail Compromise) fraud. In total,
judicial and law enforcement authori-
ties from more than 20 countries inside
and outside the EU contributed to the
investigation that, on its action day on
9 December 2022, resulted in the arrest
of nine suspects and the seizure of €5

million. The amount of the money trans-
ferred by the OCG is estimated at over
€70 million. (CR)

Tax Evasion

CJEU: Notification Obligation for
Lawyer-Intermediaries under DAC 6
Invalid

On 8 December 2022, the CJEU (sitting
in for the Grand Chamber) declared a
provision of Directive 2011/16 invalid,
according to which a lawyer must in-
form other intermediaries involved in a
tax arrangement of his/her duty to report.

The judgment is based on Case
C-694/20 (Orde van Viaamse Balies &
Others), in which the Belgian Consti-
tutional Court referred the question on
the validity of the provision to the CJEU
following legal actions brought by Bel-
gian lawyers’ associations. The question
concerns Art. 8ab(5) of the Directive

2011/16 on administrative coopera-

tion in the field of taxation, which was
inserted by Directive 2018/822 (com-
monly known as DAC 6). According to
this provision, Member States may take
the necessary measures to give interme-
diaries the right to a waiver from filing
information on a reportable cross-bor-
der aggressive tax arrangement where
the reporting obligation would breach
the legal professional privilege under
the national law of that Member State.
However, in such circumstances, inter-
mediaries must be required to notify,
without delay, any other intermediary
or, if there is no such intermediary, the
relevant taxpayer of their reporting obli-
gations under paragraph 6 of Art. 8ab of
the amended Directive 2011/16.

The judges in Luxembourg held
that the obligations for a lawyer-inter-
mediary subject to legal professional
privilege to notify without delay other
intermediaries of their reporting obliga-
tions entails an unjustifiable interference
with the right to respect for communi-
cations between lawyers and their cli-
ents, guaranteed in Art. 7 of the Charter
of Fundamental Rights, given that the
third-party intermediaries would have
to disclose not only the arrangement but
also the identity of the lawyer and the
client to the tax authorities. According
to the CJEU, the notification obligation
on a lawyer subject to legal professional
privilege is not necessary in order to at-
tain the objective of the Directive, which
is to combat potentially aggressive tax
practices and to prevent tax evasion and
tax fraud, but not to check whether law-
yers are justified in relying on their con-
fidentiality. (TW)

Commission Tabled VAT Reform
Package

On 8 December 2022, the Commis-
sion tabled a comprehensive legislative
package for a reform of the EU’s value
added tax (VAT) system. The aim is
to make the EU more resilient to VAT
fraud, improve revenue in VAT, and

keep pace with technological advances,
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the digital economy changes in business
models and globalisation. The proposals
will entail amendments to three pieces
of EU legislation: the VAT Directive
(2006/112/EC), Council Implement-
ing Regulation (EU 282/2011) and the
Council Regulation on Administrative
Cooperation (EU 904/2010).

At the same day, the Commission also
released new figures on the so-called
“VAT Gap”, i.e. the difference between
expected VAT revenues and those actually
collected. Accordingly, the VAT Gap is es-
timated at €93 billion in the EU in 2020.
This means that €3000 of VAT revenue is
lost every second in the EU. Conserva-

tive estimates submit that one quarter of
this figure can be directly attributed to
VAT fraud linked to EU trade. VAT fraud
or missing trader fraud/carousel fraud re-
mains a major problem in the EU.
According to the Commission’s pro-
posal, the main measure to better combat
VAT fraud would be a move to real-time
digital reporting based on e-invoicing
for businesses that operate cross-border
in the EU. This new system would en-
able Member State authorities to quickly
receive the necessary information in or-
der to check cross-border transactions.
At the same time, this measure would
reduce administrative and compliance
costs. The Commission expects that the
move to e-invoicing will help reduce
VAT fraud by up to €11 million per year.
Further measures of the reform pack-
age include adjustments of VAT rules
for online platforms in the areas of pas-
senger transport and short-term rental of
accommodation. In order to improve the
level playing field between online ser-
vices and conventional accommodation/
transport services, the platform opera-
tors themselves will be made responsi-
ble for the collection and payment of
VAT, if this is not done by the individual
service providers (e.g, because an indi-
vidual person as supplier is not aware of
his/her VAT liability or a small business
is usually not required to register for
VAT). The Commission expects that this
change can bring in up to €6.6. billion

per year in additional VAT revenues for
Member States.

The third pillar of the reform is an ex-
tension of the “One Stop Shop” model.
In the future, traders who operate cross-
border can opt to register in only one
Member State for their sales to consum-
ers across the EU and for their transfers
of goods for storage in other Member
States. As a result, the trader would be
enabled to fulfil his/her VAT obligations
via a single online portal in one single
language, even though sales are EU-
wide. This will end the current practice
that businesses need to register for VAT
separately in other Member States. The
proposal also makes it mandatory for
online platforms to register for the Im-
port One Stop Shop, which will further
improve VAT compliance.

Furthermore, the Commission pro-
posed targeted that
would reduce burdens for SMEs and
improve exchanges of information be-
tween tax and customs authorities.

simplifications

It is now up to the Council to debate
the proposals and to reach agreement.
The European Parliament and the Eco-
nomic and Social Committee are con-
sulted. (TW)

Strengthening of Code of Conduct for
Business Taxation

On 8 November 2022, the EU finance
ministers agreed on a revised code of
conduct (a political commitment with
an intergovernmental nature) for busi-

ness taxation in order to tackle harm-
ful tax competition, tax evasion, and
tax avoidance in the EU. When assess-
ing unfair tax practices within the EU,
Member States are to examine a wider
range of tax measures as a result of the
amendment. The EU finance ministers’
agreement to strengthen the Code of
Conduct on Business Taxation was wel-
comed by the Council.

The Czech Minister of Finance,
Zbynék Stanjura, said on this occa-
sion: “We confirmed today our com-
mitment to a fairer tax environment in
the EU by reinforcing the rules we ap-

ply when tackling harmful tax practices
in an evolving economy. Our experts in
taxation constantly look out for harmful
tax practices. Since starting its work in
1997, the code of conduct group suc-
ceeded in eliminating around 140 harm-
ful tax practices within the EU. The code
of conduct of business taxation has not
been amended since 1997 and today’s
agreement further improves its effec-
tiveness also in the light of the recent
international tax reform.”

The concept of “tax features of gener-
al application” is one of the concepts that
the updated code of conduct introduces.
Previously, only preferential measures
(such as special regimes or exemptions
from the general taxation system) were
considered. Under the new regulations,
tax features with a broad range of ap-
plication will also be included in their
scope. Such features will be regarded as
harmful if they lead to double non-tax-
ation or the double/multiple use of tax
benefits. (AP)

Conclusions on Progress of Code

of Conduct Group in 2022

On 6 December 2022, the Council ap-
proved the conclusions on the pro-
gress achieved by the Code of Conduct
Group (CoCG) on Business Taxation
during the Czech Presidency.

The Council welcomed the pro-
gress achieved by the Code of Conduct
Group during the Czech Presidency
and reaffirmed the importance of the

recent reform and strengthening of the
Code of Conduct for business taxation
(—previous eucrim news). It further
welcomed the progress achieved by the
CoCG with regard to the revision of the
EU’s list of non-cooperative jurisdic-
tions and invited the Group to continue
monitoring and keep up an effective
dialogue with jurisdictions. The Council
asked that the Group carry on its efforts
to add beneficial ownership as a fourth
transparency criterion. It also took note
of further work on the assessment of ap-
plications by Member States of defen-
sive measures in the tax area as provided
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by the guidance on coordination of na-
tional defensive measures.

The CoCG was established in 1998
to assess tax measures that may fall
within the scope of the Code of Conduct
for business taxation. The Code (a non-
binding instrument originally agreed in
1997 and revised in 2022) aims to pro-
mote fair tax competition, both within
the EU and beyond. The CoCG is com-
posed of high-level representatives of
the Member States and the European
Commission. It is chaired by a repre-
sentative of a Member State, serving a
mandate of two years. (AP)

Organised Crime

Hit Against Super-Cartel of Drugs
Trafficking

Between 8 and 19 November 2022, an
operation conducted by law enforce-
ment authorities from Belgium, France,
the Netherlands, Spain, the United
States, and the United Arab Emirates
led to the take-down of a ,,super-cartel*
controlling one third of cocaine trade in
Europe. With the support of Europol’s
intelligence and analysis, the two-year
investigation resulted in raids of the car-
tel’s command-and-control centre and
its logistical drugs trafficking infrastruc-
ture in Europe, the arrests of 49 suspects
in both territories (the EU and Dubai),
and the seizure of more than 30 tonnes
of drugs.

Europol supported the global opera-
tion by several measures, inter alia, by
developing reliable intelligence on the
drug trafficking cartel, identifying en-
crypted communication networks of the
cartel, hosting multiple coordination
meetings, and facilitating coordination
in real time among all the partners in-
volved. (CR)

Hit Against Online Investment Fraud

Supported by Eurojust, authorities in
Italy and Albania formed a Joint Inves-
tigation Team to take down an online
investment fraud scheme involving the
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use of cryptocurrencies. The Organised
Crime Group (OCG) had been oper-
ating from a call centre in Tirana. In a
first step, victims were contacted by tel-
ephone and offered immediate financial
gain against a small investment. In a sec-
ond step, the offenders proposed advan-
tageous investments in cryptocurrencies
with zero risk to the victims. In the third
step, by using PC remote control soft-
ware, the perpetrators obtained access
to the victims’ personal home banking
pages and managed to convince them
to invest their entire economic capital in
the scheme. Lastly, once the victims had
uncovered the deception, they were con-
tacted by yet other members of the OCG,
who convinced them to make additional
payments to recover the lost funds. The
scheme has caused a total damage of an
estimated €15 million. (CR)

Hit against Poly-Criminal Network

An action day on 22 November 2022
resulted in the arrest of 44 individuals
suspected of belonging to a high-risk
criminal network. Criminal organisa-

tions had been working together to carry
out large-scale poly-criminal activities
in and outside the EU, including drug
trafficking, money laundering, and il-
legal enrichment among other crimes.
Through two Joint Investigation Teams
supported and financed by Eurojust and
an operational taskforce at Europol, ju-
dicial and law enforcement authorities
from 11 countries (EU Member States,
Norway, and the USA) ran the complex
investigation, effectively taking down
this criminal network. The criminal
network is considered one of the most
dangerous in the EU and operated across
borders and between continents. (CR)

Counterfeiting & Piracy

Trademarks & Counterfeiting:

Eurojust Report on National Legislation
and Court Practice

On 13 December 2022, Eurojust pub-
lished a report on national legislation

and court practice with regard to the
counterfeiting of goods. It addresses the
minimum requirements set out in the
Agreement on Trade-Related Aspects
of Intellectual Property Rights (TRIPS
Agreement) and other international and
EU instruments in relation to the crimi-
nal offence of trademark counterfeiting.

After an introduction to trademarks
and counterfeiting, the report presents
national legislation from France, the
Netherlands, and Poland. In addition, it
explains how goods, including packag-
ing, can be susceptible to the crime of
counterfeiting.

The report finds considerable differ-
ences in national legislations in their
definition of the crime of counterfeiting
and its subjective elements. Similar dif-
ferences are found for the infringement
of trademarks. According to the report,
prosecution of these cross-border crimes
in such a diverse legal landscape is
highly challenging for prosecutors. The
low level of sanctions for these crimes
also further derogates the will to pursue
criminals outside of national borders.

The report is an outcome of the Intel-
lectual Property Crime Project, which is
carried out by Eurojust with the support
of the European Union Intellectual Prop-
erty Office (EUIPO). The project aims to
enhance cooperation and deliver an effi-
cient and coherent response to intellectual
property crimes at the EU level. (CR)

Maijor Hit Against Counterfeiting

A Europol-coordinated operation to
take down websites offering counterfeit
goods or involved in online piracy re-
sulted in the takedown of 2526 websites,
the disconnection of 32 servers used to
distribute and host illegal content for
2294 television channels, and the shut-
down of 15 online shops selling coun-
terfeit products on social media sites.
Furthermore, 127,365 counterfeit prod-
ucts worth €3.8 million were seized.
They included clothes, watches, shoes,
accessories, perfumes, electronics, and
phone cases. The recurring operation
“Operation in Our Sites”, which is sup-
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ported by Eurojust and Interpol, targets,
investigates, and seizes websites hosting
a variety of illicit content. In this year’s
13th execution of the operation ,,In Our
Sites, which took place from 1 May to
14 November 2022, law enforcement
agencies from 27 countries all over the
world participated, including non-EU
countries, such as Brazil, Colombia, the
United Kingdom and the United States.
(CR)

Trafficking in Human Beings

Commission Proposed Tougher Rules

to Combat THB

On 19 December 2022, the Commis-
sion proposed strengthening the rules to
prevent and combat trafficking in human
beings (THB). The Commission pointed
out that every year over 7000 people
become victims of human trafficking in
the EU. However, it can be expected that
many victims remain undetected. Most
victims are women and girls, but more
and more men are also affected — espe-
cially in the area of labour exploitation.
In addition, the online dimension in ex-
ploiting human beings has considerably
increased in recent years. These devel-
opments call for an update of Directive
2011/36 on preventing and combating
trafficking in human beings and protect-

ing its victims. The proposed reform of
the Directive aims at:
Increasing security and legal certainty;
Strengthening the protection of vic-
tims;
Establishing
against companies involved in crimes
of human trafficking.
Among other things, the updated Di-

stronger  sanctions

rective would provide that forced mar-
riages and illegal adoptions also fall
under the concept of exploitation, which
means that Member States will have
to criminalise such conduct. Member
States must also ensure that the defined
criminal offences of human trafficking
and exploitation make reference to acts
committed by means of information

and communication technologies. This
modification aims at enabling national
authorities to better investigate and pros-
ecute offences committed in whole or in
part online, reaffirming the EU’s focus
on the digital aspects of THB. Another
change in substantive criminal law re-
lates to the obligation to criminalise the
knowing use of services provided by
victims of THB.

Legal persons held responsible for
offences related to THB are also to be
sanctioned. These sanctions include, for
example, exclusion from public benefits,
aid or subsidies, or the temporary or per-
manent closure of establishments where
the offence was committed. In the most
serious cases, the companies may be dis-
qualified from commercial activities, be
placed under judicial supervision or be
subject to judicial winding-up.

In addition, the early identification
of victims is to be improved through
the creation of formal national referral
mechanisms. Lastly, the Commission
wishes to formalise an annual EU-wide
data collection on THB, conducted
and published by Eurostat. The aim is
to improve the collection of reliable
and comparable data in order to map
criminal trends and law enforcement
challenges. The European Parliament
and the Council must now examine the
proposal.

The evaluation and possible review
of the 2011 Anti-Trafficking Directive
is one of the key priorities for the Com-
mission, as laid down in the EU Strat-
egy on Combatting Trafficking in Hu-
man Beings in the period of 2021-2025
(—eucrim 2/2021, 92). In parallel to the
legislative proposal for an amendment
of the 2011 Anti-Trafficking Directive,
the Commission published its fourth

report on progress made by the EU in

preventing and combating THB. The
report describes key patterns and chal-
lenges in addressing THB, outlines the
main anti-trafficking actions from 2019
to 2022, and provides an analysis of
statistics on THB in the EU for the pe-
riod of 2019-2020. (TW)

Cybercrime

Takedown of Spoofing Website

In November 2022, a coordinated action
between judicial and law enforcement
authorities from ten countries (includ-
ing several EU Member States and third
countries, such as Australia, Canada,
Ukraine, the United Kingdom and the
United States), supported by Eurojust
and Europol, led to the takedown of a
major spoofing website. The website
had enabled fraudsters impersonating
trusted corporations or contacts to access
sensitive information, in effect causing
an estimated worldwide loss in excess
of €115 million (while earning over
€3.7 million in 16 months). Through
the coordinated action, 142 users and
administrators of the website were able
to be arrested across the world and the
website and server be taken offline by
US and Ukrainian authorities. (CR)

Environmental Crime

EP Demands Reinforced Protection
of Wildlife
On 5 October 2022, the European Par-
liament (EP) adopted a resolution on
the fight against illegal trade in wildlife
fauna and flora. It lays down the EP’s
position on the EU’s strategic objectives
for the 19th meeting of the Conference
of the Parties to the Convention on In-
ternational Trade in Endangered Spe-
cies of Wild Fauna and Flora (CITES) in
Panama from 14 to 25 November 2022.
The EP stressed that, despite the fact
that human activity is directly responsi-
ble for the unprecedented global decline
in biodiversity, it is still possible to stop
and reverse current trends in biodiver-
sity loss. Concerns were voiced over
the growth of the market for exotic pets
and over the range of affected species,
both within the EU and internationally.
MEPs wished to go further than reduc-
ing illegal trade in CITES-listed wildlife
species and eliminate it altogether, so
that there would only be legal and sus-
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tainable trade in wild fauna and flora by
2025.

The MEPs also emphasised that the
2019 global assessment report of the
Intergovernmental Science-Policy Plat-
form on Biodiversity and Ecosystem
Services (IPBES) identified a series of
weaknesses in CITES, such as compli-
ance and the enforcement of bans and
restrictions on trade in protected species,
due to a lack of capacity and resources
dedicated by the parties. There is a need
for science-based quotas combating cor-
ruption and demanding reduction. MEPs
also called the EU and its Member
States to adopt strict measures, includ-
ing dissuasive sanctions, if countries do
not comply with CITES, namely when it
is found that a party is undermining the
effectiveness of the Convention and not
effectively stopping illegal or unsustain-
able exploitation and trade.

Moreover, efforts are needed to stop
the involvement of organised crime
groups. As a result, transnational wild-
life crime should be recognised as
serious organised crime under the
UN Convention against Transnational
Organized Crime (UNTOC). Addi-
tionally, the EU Member States must
strengthen cross-border cooperation and
coordination with various relevant in-
ternational authorities and institutions.
Lastly, the EP encouraged the revision
and continuation of the EU action plan
against wildlife trafficking. (AP)

Revised EU Action Plan to End Wildlife
Trafficking

As announced in the Biodiversity Strat-

egy for 2030, the Commission adopted a
revised EU Action Plan on 10 Novem-

ber 2022 in order to put an end to wild-
life trafficking. The revised plan, which
builds on the original Action Plan adopt-
ed six years ago, will direct EU efforts
in combating wildlife trafficking (until
2027) and follows on the European Par-
liament’s recently adopted resolution on

the fight against illegal trade in wild-
life fauna and flora (—previous eucrim
news).
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In the updated Action Plan, four pri-
mary priorities stand out:

Preventing wildlife trafficking and ad-
dressing its underlying causes by lower-
ing consumer demand for wildlife that is
being trafficked illegally, promoting sus-
tainable livelihoods in the source nations,
and combating corruption on all levels;

Strengthening the legal and poli-
cy framework against wildlife traffick-
ing through engagement with corporate
sectors active in the wildlife trade, align-
ing EU and national policies with inter-
national commitments, and referring to
the most recent research in this field;

Effectively enforcing laws and poli-
cies to combat wildlife trafficking by
increasing the rate of illegal activity de-
tection within the EU, putting an empha-
sis on capacity-building along the entire
enforcement chain, promoting coordina-
tion and cooperation within and between
Member States, and stepping up efforts
to address the online aspects of wildlife
trafficking;

Strengthening the global partnership
for source, consumer, and transit coun-
tries in the fight against wildlife traffick-
ing by boosting the capacity and coordi-
nation between the Member States, EU
enforcement actors, and important non-
EU nations.

The EP’s resolution of October 2022
and the Commission’s revised Action
Plan mark the EU’s viewpoint ahead
of two major international conferences:
the 19th meeting of the Conference of
the Parties to the Convention on Inter-
national Trade in Endangered Species of
Wild Fauna and Flora (CITES) in Pan-
ama (14 to 25 November 2022) and the
UN Biodiversity Conference COP15 in
Montreal (7-19 December 2022).

It was emphasised that the EU is a
major hub for global wildlife trafficking.
The reported value of the illegal wild-

life trade in the EU was a minimum of
€4.7 million in 2019. EU Member State
authorities consistently seize wildlife in
various commodity types ranging from
medicinal, corals, reptiles, birds, plants,
and mammals. (AP)

Procedural Criminal Law

Procedural Safeguards

Commission Recommendation
on Detention Conditions in the EU

On 8 December 2022, the Euro-
pean Commission presented a
recommendation on detention

conditions.

It responds to the JHA Council’s de-
mand of October 2021 to improve deten-
tion conditions in the EU countries and
to enhance the use of alternative meas-
ures instead of EU legislation (—eucrim
2021, 158-159). This demand particu-
larly came in the context of the negative
impact of differences in detention condi-
tions between the EU Member States on

mutual trust and judicial cooperation in
criminal matters. Especially with regard
to mutual recognition and the operation
of the European Arrest Warrant (EAW),
the differences sparked a hot debate.
Since 2016, several courts in EU Mem-
ber States delayed or refused the execu-
tion of EAWs on grounds of real risk of
breach of fundamental rights (nearly 300
cases) after the CJEU’s landmark judg-
ment in the Aranyosi/Caldararu case of
April 2016 (—eucrim 1/2016, 16).

The recommendation now tabled
also builds on preparatory work done by
the Commission, in particular its non-
paper of September 2021 that identified
relevant aspects on material detention
conditions and procedural rights in pre-

trial detention resulting from existing
international standards (—eucrim 2021,
158-159).

Next to general principles, the recom-
mendation provides guidance on mini-
mum standards for procedural rights of
suspects and accused persons subject to
pre-trial detention as well as minimum
standards for material detention condi-
tions. The Commission recommends,
for instance, minimum standards for cell
size, outdoor time, nutritional and health
conditions, and reintegration initiatives.
Pre-trial detention should be a last resort
and regularly reviewed. |
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The recommendation also tackles the
issue of preventing radicalisation in pris-
ons. Authorities could take measures to
prevent terror suspects from having di-
rect contact with vulnerable detainees.
Other specific measures are suggested
with regard to women and girls, LGB-
TIQ, foreign nationals, persons with dis-
abilities and other vulnerable detainees,
such as adequate access to professional
interpretation services.

The recommendation was accom-
panied by a statistical overview of the

different detention situations in the
Member States. The overview shows
substantial divergences among Member
States in relation to important aspects of
pre-trial detention and material deten-
tion conditions, such as:

The maximum time limit for pre-trial
detention as laid down in the national
laws of different Member States ranges
from less than 1 year to more than 5 years;
six Member States do not provide for a
maximum time-limit in their national law;

The average length of pre-trial deten-
tion in 2020 was between 2.4 and 12.9
months;

Eight Member States had a prison
population density of more than 100 in-
mates per 100 places;

The costs of imprisonment vary be-
tween €6.50 and €332.63 per day per
detainee.

The recommendation came into effect
immediately and is not binding to the
Member States. The Commission en-
couraged the Member States, however,
to take the necessary steps at national
level to align practices with the recom-
mendation. (TW) [ |

Data Protection

CJEU Ruled on Scope and Concepts
of Law Enforcement Data Protection
Directive

On 8 December 2022, the CJEU
delivered one of the first com-

prehensive judgments on the
interpretation of Directive 2016/680

which protects personal data in law en-
forcement activities (“LED”). It also
gave important hints on the delineation
between the LED and the General Data
Protection Regulation (GDPR — Regu-
lation 2016/679).

The judgment is based on a reference
for preliminary ruling by a Bulgarian
court, which has to decide on a legal
action brought by VS. VS complained
about the processing of his personal
data by the public prosecutor (Case
C-180/21, VS v Inspektor v Inspektorata
kam Visshia sadeben savet).

The first question related to the in-
terpretation of the purpose limitation
principle in the LED. In essence, the
Bulgarian court wanted to know wheth-
er there is a “processing for any of the
purposes set out in Art. 1(1) LED other
than that for which the personal data are
collected” (Art. 4(2) LED) if the public
prosecutor initially collected data on the
data subject (here: VS) for the purposes
of the detection and investigation of a
criminal offence where the data subject
was considered to be a victim but later
used the data for the purpose of pros-
ecuting that person.

According to the judges in Luxem-
bourg, it can already be inferred from
the wording of Art. 1(1) LED, read in
conjunction with Article 4(2) LED,
that, where personal data have been
collected for the purposes of the “de-
tection” and “investigation” of a crimi-
nal offence and have subsequently been
processed for the purposes of “pros-
ecution”, that collection and processing
serve different purposes. Context and
objectives pursued by the LED’s rules
confirm this conclusion. As a result,
the conditions of Art. 4(2) LED for the
processing of “other purposes® must be
fulfilled. It is up to the referring court
to assess these conditions, i.e., first, the
controller must be authorised to process
such personal data for such a purpose in
accordance with EU or Member State
law; second, processing must be nec-
essary and proportionate to that other

purpose.

The second set of questions related to
the scope of the GDPR and LED. The
Bulgarian court wanted to know whether
the GDPR (and not the LED) is appli-
cable if the public prosecutor used the
investigation file (with the collected
personal data in relation to VS) in civil
proceedings, in which the prosecutor
defended himself against claims of dam-
ages (put forward by VS) resulting from
the excessive duration of pre-trial pro-
ceedings against him. In the affirmative,
the next question was on the lawfulness
of the processing, i.e. whether one of
the exemptions of Art. 6 GDPR applied,
which excludes the data subject’s con-
sent to the processing of his personal
data.

Regarding the delineation of scope
between the GDPR and the LED, the
CJEU referred to Art. 9 LED and con-
cludes that the GDPR is applicable in
the situation at issue. The CJEU argued
that “even where the bringing of an ac-
tion for damages against the State arises
from alleged misconduct on the part
of the public prosecutor’s office in the
course of criminal proceedings, such as,
as in the present case, alleged infringe-
ments of the right to be tried within a
reasonable time, the aim of the State’s
defence in such an action is not to per-
form, as such, that public prosecutor
office’s tasks for the purposes set out in
Article 1(1) of Directive 2016/680.”

In addition, the CJEU stated that the
processing of personal data by means of
defending the legal and financial inter-
est of the State in civil proceedings can
be regarded as lawful if it is necessary
for the performance of a task carried out
in the public interest, within the mean-
ing of Art.6(1)(e) GDPR. It must be en-
sured, however, that this processing of
personal data complies with all the ap-
plicable requirements provided for by
that regulation. (TW) P

European Declaration on Digital Rights
and Principles Signed

On 15 December 2022, the Presidents
of the Council of the EU, the European
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Parliament, and the Commission signed
the European declaration on digital

rights and principles for the digital dec-

ade. The goal is to ensure that the Euro-
pean Union (EU) reaches its objectives
for a digital transformation in line with
its values and with the Commission’s
communication ,,Digital compass 2030:
a European way forward for the digital
decade” from 9 March 2021. The lat-
ter presented the vision for a digitally
transformed Europe by 2030 according
to European values (—eucrim 1/2021,
8-9). The European declaration on digi-
tal rights and principles for the digital
decade follows up to this communica-
tion of 9 March 2021 and was proposed
by the Commission on 26 January 2022
(—eucrim 1/2022, 10-11).

It includes, inter alia, references
to digital sovereignty in an open man-
ner, respect for fundamental rights, the

rule of law and democracy, inclusion,
accessibility, equality, sustainability, re-
silience, security, improving the quality
of life, the availability of services, and
respect for everyone’s rights and aspira-
tions.

The aims of this declaration are:

To put people at the centre of digital
transformation. Technology should serve
and benefit all people living in the EU;

To use technology to unite people.
Digital transformation should contribute
to a fair and inclusive society and econ-
omy in the EU. This can be achieved
through affordable and high-speed digi-
tal connectivity, education, training and
lifelong learning of digital skills, fair
and just working conditions in the digi-
tal environment, and access by everyone
to key public services in the EU;

To reaffirm the freedom of choice in
interactions with algorithms and arti-
ficial intelligence systems and in a fair
digital environment.

To foster participation in the digital
public space;

To ensure that everyone has access to
digital technologies and products;

To ensure the right to privacy and to
the protection of personal data;
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To achieve sustainability in order to
avoid significant harm to the environ-
ment and to promote a circular econ-
omy.

Petr Fiala, the Czech Prime Minister,
stated at the signing ceremony: “Today,

we commit to an inclusive, fair, safe and
sustainable digital transformation that
puts people in the centre. Preserving
the core EU values online is as impor-
tant as in the real world. The declaration
will serve as a reference point for policy
makers, businesses and other relevant
actors when developing and deploying
new technologies.”

The declaration will guide the EU’s
policy for the digital transformation, in-
cluding the work on the Digital Decade
Policy Programme and the EU’s actions
at the global level. The Commission will
monitor progress on the implementation
of the objectives of the declaration and
provide recommendations through an
annual ,,State of the Digital Decade* re-
port. (AP)

Cooperation

Customs Cooperation

Final Evaluation of Customs 2020
Programme

On 18 November 2022, the Commis-
sion presented the final evaluation of
the Customs 2020 programme. The Cus-

toms 2020 programme was a multian-
nual action programme for customs in
the EU, which provided the necessary
resources to the functioning of the infor-
mation systems in the Customs Union
and to the facilitation of cooperation be-
tween national customs administrations.
It was launched on 1 January 2014 and
ended on 31 December 2020.

The results of the final evaluation
provide information on the following:

The progress made in the achieve-
ment of the programme’s objectives;

The cost-efficiency of the different
activities funded;

The coherence of the programme and
its contribution to the EU’s broader poli-
cies and priorities;

The continued relevance of the pro-
gramme;

The added value of acting at EU level.

The Commission concluded that
the programme has been effective in
achieving its objectives and has contrib-
uted significantly to the improvement
of the functioning and modernisation
of the Customs Union. The Commis-
sion also drew a positive conclusion as
regards the coherence of the Customs
2020 programme with the general EU
policy, in particular, but not only, with
regard to prohibitions and restrictions
to be enforced by customs authorities at
the border.

Despite the progress made, some im-
provements are nonetheless needed. For
example, the existing risk management
framework for customs controls should
be revised, in order to mitigate differ-
ences between the Member States. Fur-
thermore, it may be useful for the Com-
mission and Member States to share
more customs data. The evaluation also
found that additional synergies could be
explored with the successor of the Her-
cule III programme, for example on the
development of data repositories or on
joint data analysis. (TW)

Police Cooperation

Provisional Agreement on Law
Enforcement Information Exchange
Directive

On 29 November 2022, the Czech Coun-
cil Presidency and the European Parlia-
ment reached a provisional agreement

on the proposal for a Directive on infor-
mation exchange between law enforce-
ment authorities of Member States. The
proposal was presented by the Commis-
sion in December 2021 as part of the
EU police cooperation code (—eucrim
4/2021, 225-226).

The text, as agreed on, provides for
equivalent access for national law en-
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forcement authorities to information
available in other Member States. It
seeks to improve the functioning of
“Single Points of Contact” (SPOC) for
the exchange of information, which will
be operational 24 hours a day and 7 days
a week. In urgent cases, the information
should be made available within eight
hours if it is contained in a database that
is directly accessible to the SPOC or
law enforcement authorities, and within
three days if it can be obtained from oth-
er public authorities or private parties.
Any other request would need to be an-
swered within seven calendar days. The
Secure Information Exchange Network
Application (SIENA), managed by Eu-
ropol, would become the default channel
of communication.

The general organisational and proce-
dural rules on the information exchange
between law enforcement authorities
is regulated to date by Council Frame-
work Decision 2006/960/JHA, known
as “Swedish Framework Decision” or
“Swedish The
would repeal this legal framework.
The Directive aims that information

initiative”. Directive

exchange between law enforcement
authorities is increasing under the new
rules, the legal framework will be clear-
er and exchange of information will
become faster. The text needs to be for-
mally approved by the Council and the
European Parliament. (TW)

Judicial Cooperation

CJEU Clarifies Possible Extradition
of Union Citizen to Third Country for
Purpose of Serving Custodial Sentence

On 22 December 2022, the CJEU clari-
fied its case-law on the extradition of
Union citizens to a third state for the
purpose of enforcing a custodial sen-
tence.

The reference for a preliminary rul-
ing by the Higher Regional Court of
Munich concerned the extradition of a
Croatian citizen to Bosnia and Herze-
govina under the European Convention

on Extradition (Case C-237/21, S.M./
Miinchen).
The question here was whether extra-

Generalstaatsanwaltschaft

dition constituted inadmissible unequal
treatment on grounds of nationality,
since the Basic Law of Germany prohib-
its the extradition of German nationals.
It had to be clarified whether it follows
from the previous CJEU case-law in
Raugevicius (Case C-247/17 —eucrim
4/2018, 203-204) that the protection
against extradition must also apply to
Union citizens other than its own nation-
als if the requested EU Member State
(here: Germany) is obliged to extradite

under the European Convention on Ex-
tradition, since it has defined the term
“nationals” under Art. 6 No. 1 b) of the
Convention in such a way that only its
own nationals are covered by it and are
thus not extradited.

The judges in Luxembourg now ruled
that the requested Member State must
actively seek the third state’s consent to
serve the prison sentence in the request-
ed Member State if this is possible under
its national law. Should the consent not
be obtained, Art. 18 and 21 TFEU would
not prevent the extradition of the Union
citizen pursuant to an international con-
vention. Extradition would be justified
in such circumstances because the indi-
vidual concerned should not remain un-
punished. It must, however, be ensured
that extradition would not impair the
fundamental rights of the Charter of the
European Union, in particular under its
Art. 19. (TW)

European Arrest Warrant

AG: Postponement of Surrender in Case
of Serious Health Risk

On 1 December 2023, Advocate General
(AG) Campos Sanchez-Bordona pre-
sented his opinion on the question un-
der which conditions the execution of a
European Arrest Warrant can be refused
if the requested person concerned is ex-
posed to serious health risks in the issu-
ing Member State.

The case (C-699/21, E.D.L.) was re-
ferred by the Italian Constitutional Court
and brings in an additional aspect to the
interpretation of Art. 1(3) [protection of
fundamental rights] of Framework De-
cision 2002/584 on the European Arrest
Warrant (FD EAW). In the case at issue,
E.D.L. is to be surrendered from Italy
to Croatia for the offence of possession
of drugs. According to an expert report,
E.D.L. suffers from a psychotic disorder
requiring treatment and is at high risk of
suicide associated with the possibility
of his imprisonment. The judicial au-
thorities in Italy had doubts on whether
E.D.L.’s health treatment in Croatia is
sufficient and have not obtained assur-
ances to that effect within a reasonable
period of time. The Constitutional Court
believed that surrender would result in
an infringement of Art. 3 (right to integ-
rity) and Art. 4 (prohibition of inhuman/
degrading treatment or punishment)
of the Charter and wondered whether
the CJEU’s case law on the protection
of fundamental rights within the EAW
system as established in Aranyosi and
Caldararu (—eucrim 1/2016, 16) also
applies here.

According to AG Séanchez-Bordona,
the two-step examination as established

in Aranyosi and Caldararu cannot be
transferred to the kind of cases at is-
sue. It suffices to examine whether the
requested person will be guaranteed
any medical treatment that he/she may
require in the issuing Member State.
The AG pointed out that the solution
can be found in Art. 23(4) FD EAW,
which stipulates that the surrender may
exceptionally be temporarily postponed
for serious humanitarian reasons. The
AG additionally stressed that the pro-
vision provides for a communication
channel between the executing and is-
suing judicial authorities. As a result,
the executing authority must request the
issuing authority to provide informa-
tion allowing the existence of a serious
health risk to be ruled out. If necessary,
the executing authority can postpone the
surrender of the requested person for as
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long as that serious risk remains. Post-
ponement, i.e. the halt of surrender on
a temporary basis, must remain the rule.
A non-execution of the EAW can only
be considered if, in the light of all the
circumstances, the postponement of sur-
render has to be extended beyond a rea-
sonable period of time, and a dialogue
with the issuing judicial authority has
been maintained. (TW)

Law Enforcement Cooperation

Co-Legislators Found Political
Agreement on EU E-evidence
Legislation

In a press release of 29 November 2022,

the Commission informed that the Eu-
ropean Parliament (EP) and the Council
reached a provisional political agree-
ment on the future EU legislation on
obtaining e-evidence across the bloc.
The latest compromise text has not been
made public yet. The legislative pack-
age, which consists of a Regulation on
European Production and Preservation
Orders and a Directive on the appoint-
ment of legal representatives for the
gathering of electronic evidence, needs
formal approval by the co-legislators.
The package was proposed by the Com-
mission in April 2018 (—eucrim 1/2018,
35-38)

By means of the new rules, judicial
authorities of the EU Member States will
be empowered to directly request elec-
tronic evidence from service providers
via a decentral IT system. Notification of
the national authority where the service
provider is located will not be manda-
tory in all cases as initially requested by
the EP’s rapporteurs. The authority of
another Member State (issuing author-
ity) must notify the authorities where the
service provider is located only if a per-
son does not reside in the issuing State
or the offense has not been committed
there, and if traffic and content data are
sought. The notified authority will be al-
lowed to invoke several grounds to re-
fuse the order, such as the protection of
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fundamental rights or of immunities and
privileges (—eucrim 2/2022, 124).

The legislative proposals for the Reg-
ulation on a European Production and

Preservation Order and the accompany-
ing Directive are now in its fourth year
of discussion. The European Production
and Preservation Order has faced fierce
criticism from the part of civil society
organisations (—eucrim 1/2022, 34-35

with further references). In an open let-
ter of 22 November 2022, a coalition
of 24 civil society groups, associations

of media and journalists and of inter-
net service providers and professional
associations urged the EP’s and Coun-
cil’s negotiators to revise the new rules
on e-evidence. The coalition regretted
that most of previous recommendations
made by stakeholder were not taken into
account and called for making substan-
tial improvements to the protection of
fundamental rights, including press and
media freedom, the rights of the defence,
the right to privacy and medical patients’
rights. (TW)

Green Light for Ratification of CoE's
E-Evidence Treaty

The European Parliament gave green
light for EU Member States to ratify the
Second Additional Protocol to the Con-
vention on Cybercrime. The Additional
Protocol builds on the 2001 Budapest
Convention on Cybercrime and regu-
lates the cross-border exchange of elec-
tronic evidence in criminal proceedings.
On 17 January 2023, the European Par-
liament decided to give its consent to the

draft Council Decision. Previously, the
Committee on Civil Liberties, Justice
and Home Affairs (LIBE) had issued a
recommendation to this effect. An oppo-
site motion by MEP Birgit Sippel (S&D,
Germany) to refuse the approval of the
draft Council Decision due to concerns
about fundamental rights and data pro-
tection violations was rejected by the
majority of MEPs in LIBE.

After the EP’s consent (as required
by Art. 218(6) TFEU), the Council can
now adopt the act. Since the EU can-

not become a party to the Protocol, the
Council’s decision will enable Member
States to act jointly in the interest of the
EU and ratify the CoE treaty. The Sec-
ond Additional Protocol will enter into
force when it has been ratified by five
State Parties. It was opened for signa-
ture on 12 May 2022 (—eucrim 2/2022,
128). (TW)

Fourth Edition of SIRIUS EU Digital
Evidence Situation Report

On 22 December 2022, Eurojust, Eu-
ropol, and the European Judicial Net-
work published their fourth SIRIUS
report. The SIRIUS project aims to con-
tribute to the faster and more effective
cross-border access of EU law enforce-
ment and judicial authorities to elec-
tronic evidence stored by Online Service
Providers (OSPs) within the context of
criminal investigations. In its annual
SIRIUS EU Digital Evidence Situation
Report, the project leaders provide an
analysis of the access that law enforce-
ment and judicial authorities in the EU
Member States currently have to elec-
tronic evidence held by OSPs as well as
the perspective of OSPs on the process
of engaging with EU competent authori-
ties in the context of criminal investiga-
tions. The fourth edition of the report in-
cludes the results of SIRIUS’ large-scale
research in 2021.

Regarding the key findings, the re-
port notes a growing concern among law
enforcement authorities that the rapid
advancement of Artificial Intelligence
(Al), Augmented Reality (AR), and
Virtual Reality (VR) will require major
transformations in the investigation of
crimes. For EU judicial authorities, the
lack of an EU-wide data retention frame-
work for the purpose of criminal investi-
gations and prosecutions remains a core
issue when requesting digital data from
other EU Member States. According to
the report, in 2021, the SIRIUS platform
remained the highest ranked source of
information for law enforcement repre-
sentatives seeking assistance to prepare
direct requests. Another observation is
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that, in the majority of investigations
in 2021, non-content data continued to
be more important than content data.
Lastly, the report underlines the need for
regular training for judicial authorities
on the different modalities for request-
ing and obtaining cross-border data dis-
closure.

The report makes a number of recom-
mendations:

EU law enforcement agencies are ad-
vised to create or expand the capacity of
units acting as Single Point(s) of Contact
(SPoCs) for cross-border data disclosure
requests under voluntary cooperation.
In addition, they should include train-
ing on cross-border access to electronic
evidence in routine training programmes
for investigators and first responders.
They should also ensure the security of
e-mail systems, including the obligatory
use of strong passwords and two-factor
authentication for all law enforcement
officers.

EU judicial authorities are urged to
strengthen their capacity as regards the
different modalities and specific proce-
dures for requesting and obtaining elec-
tronic data. Furthermore, they should
make efforts to enhance mutual trust as
well as the exchange of expertise and
best practices among EU judicial prac-
titioners on cross-border access to elec-
tronic evidence.

OSPs are called on to take measures
to identify and prevent fake requests
for data disclosure from unauthorised
persons. They should engage in interna-
tional events organised by SIRIUS and
share policy updates with the SIRIUS
team. Furthermore, when launching new
products and services, especially in re-
lation to Al, AR, and VR, OSPs should
consider their impact on electronic evi-
dence. (CR)

JHA Agencies Network Meeting

On 29 November 2022, the representa-
tives of the EU Justice and Home Affairs
(JHA) Agencies’ Network met to reflect
on their main achievements in 2022, es-

pecially with regard to the ongoing ef-

forts to support EU Member States and
institutions in responding to Russia’s
military aggression against Ukraine. Ad-
ditional topics on the agenda included
presentations on the extended mandate
of Eurojust to help Ukrainian authorities
investigate war crimes, an update on the
EU Innovation Hub for Internal Secu-
rity by Europol, an overview by Frontex
on border management under crisis and
its impact on security architecture, and
CEPOL’s new strategy for the period
2023-2027. The EU Agency for Asylum
(EUAA) presented the work programme
for its incoming network presidency in
2023.

The JHA Agencies’ Network
(JHAAN) includes the following nine
EU Agencies:

The European Institute for Gender
Equality (EIGE);

The European Union Agency for
Asylum (EUAA);

The EU Agency for the Operational
Management of Large-Scale IT Systems
in the Area of Freedom, Security and
Justice (eu-LISA);

The EU Agency for Criminal Justice
Cooperation (Eurojust);

The EU’s Law Enforcement Agency
(Europol);

The EU Agency for Fundamental
Rights (FRA);

The European Border and Coast
Guard Agency (Frontex);

The EU Agency for Law Enforce-
ment Training (CEPOL);

The European Monitoring Centre for
Drugs and Drug Addiction (EMCDDA).

The JHAAN was initiated in 2010. It
is an important cooperation tool protect-
ing the Area of Freedom, Security and
Justice. Together, the JHA agencies con-
tribute to the implementation of EU’s
objectives in the fields of migration,
asylum and external border manage-
ment, the fight against organised crime,
drug trafficking and terrorism, gender
equality and respect for fundamental
rights. They also facilitate the function-
ing of relevant EU IT systems and law-
enforcement training. (CR)

EU-Western Balkans Ministerial Forum

on Justice and Home Affairs

The annual EU-Western Balkans Min-
isterial Forum on Justice and Home
Affairs took place in Tirana from 3 to
4 November 2022. In the area of home
affairs, the representatives discussed co-
operation possibilities in addressing the
security impact stemming from Russia’s
war of aggression against Ukraine. Next
to an agreement to further invest in stra-
tegic analysis, the ministers agreed to
intensify the exchange of information,
i.e. through Europol, and to make use of
the possibilities for operational coopera-
tion under the European Multidiscipli-
nary Platform Against Criminal Threats
(EMPACT). Stronger efforts should be
taken to combat trafficking in human
beings and to protect vulnerable peo-
ple against this threat. Efforts to combat
radicalisation and violent extremism, to
prevent and monitor the spread of Rus-
sian disinformation, and to protect criti-
cal infrastructure in the Western Balkans
should be upheld.

Measures were discussed to strength-
en the following:

Migration, asylum, and border man-
agement, including the monitoring of
trends along the Western Balkans mi-
gratory route;

The reinforcement of border man-
agement capacities;

Cooperation on return and readmis-
sion;

Fight against migrant smuggling.

The latter includes the launch of a
regional Anti-Smuggling Operational
Partnership to strengthen law enforce-
ment and judicial cooperation against
criminal smuggling networks.

In the area of justice, the importance
of strengthening judicial independence
and respect for the rule of law was em-
phasized. Lastly, measures to develop a
more strategic approach towards tackling
organised crime, high-level corruption,
and money laundering were discussed.
This included improvements in the col-
lection of statistical data designed for the
new track records e-platform. (CR)
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Human Rights Issues

Human Rights Commissioner: Report

on State of Human Rights in the UK

On 9 December 2022, Dunja Mijatovié,
Commissioner for Human Rights of the
Council of Europe, published a report on
the state of human rights in the UK. The
report is based on her visit to the UK
from 27 June to 1 July 2022. The focus
was particularly on the overall human
rights landscape in the UK, children’s
rights, and specific human rights issues

relating to Northern Ireland.

Regarding the overall human rights
landscape, the Commissioner focused
especially on recent and proposed
changes to laws and policies, in particu-
lar on the proposal to repeal the 1998
Human Rights Act (HRA) and replace
it with a Bill of Rights. The Commis-
sioner found that the legislative proposal
would weaken human rights protection
by encouraging a divergence in inter-
pretations by UK courts and the ECtHR
regarding rights set out in the ECHR and
by limiting the possibilities to bring hu-
man rights cases before UK courts.

In addition, the Police, Crime, Sen-
tencing and Courts Act (PCSC Act)
has introduced extensive restrictions on
peaceful assembly, which may be sub-
ject to arbitrary application and should
be reviewed. The provisions of the
PCSC Act de facto criminalise Gypsy,
Roma and traveller communities who
lead nomadic lifestyles. The Commis-
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sioner believes that this situation will
be further exacerbated by additional re-
strictions stemming from the Public Or-
der Bill and calls on the UK Parliament
not to pass it.

Mijatovi¢ also underlines that the UK
has fallen significantly behind in meet-
ing its international obligations to re-
spect the human rights of refugees, asy-
lum seekers, and migrants and also calls
for countering the toxic public discourse
towards trans persons — a discourse that
risks reversing the UK’s progress in
combating discrimination against LG-
BTI persons.

Regarding children’s rights, the Com-
missioner stresses the need to fight child
poverty and homelessness, including
ensuring free school meals for all and
realising children’s right to adequate
housing. To better protect and enhance
children’s rights, the Commissioner
calls for the following:

Reviewing police and judicial issues,
such as the use of stop and search powers
over children, including strip searches;

Raising the age of criminal responsi-
bility and ensuring that 16- and 17-year
olds can fully benefit from child-friendly
justice, including time spent in custody.

Promoting children’s participation in
decision-making, including lowering the
voting age where possible.

As far as Northern Ireland is con-
cerned, the UK Government should con-
sider withdrawing the Northern Ireland
Troubles (Legacy and Reconciliation)
Bill, which the UK government intro-
duced to Parliament on 17 May 2022.

This Bill addresses the legacy of the
Northern Ireland Troubles and aims to
promote reconciliation by establishing
an Independent Commission for Rec-
onciliation and Information Recovery,
limiting criminal investigations, legal
proceedings, inquests and police com-
plaints, extending the prisoner release
scheme in the Northern Ireland (Sen-
tences) Act 1998, and providing for ex-
periences to be recorded and preserved
and for events to be studied and memo-
rialised.

The Commissioner recently pub-
lished her submission on the matter un-
der Rule 9.4 of the Rules of the Commit-
tee of Ministers. Accordingly, the Bill
could potentially have far-reaching im-
plications for the handling of so-called
“legacy cases” in the context of the su-
pervision of the execution of the McK-
err group of judgments of the ECtHR.
This group of judgments relates to vari-
ous shortcomings in the investigation of
deaths during the Troubles in Northern
Ireland, leading to violations of Art. 2
ECHR.

Mijatovi¢ also calls for adequate re-
sources to be provided to the Northern
Ireland Human Rights Commission in
order to enable it to fully carry out its
functions. In addition, she calls for better
protection of journalists in the country
and for adequate and sustained funding
of abortion services in Northern Ireland.

Specific Areas of Crime

Corruption

GRECO: Fifth Round Evaluation Report
on Montenegro

On 25 October 2022, GRECO pub-
lished its fifth round evaluation report

on Montenegro. The focus of this evalu-
ation round is on preventing corrup-
tion and promoting integrity in central
governments, in particular with regard
to persons with top executive functions
(PTEFs) and law enforcement agencies.
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The evaluation particularly tackles is-
sues of conflicts of interest, the declara-
tion of assets, and accountability mecha-
nisms. Montenegro has been a member
of GRECO since June 2006 and has
fully implemented 86% of the recom-
mendations of the first four evaluation
rounds.

The perceived level of corruption
in the country is high; according to the
Corruption Perception Index published
by Transparency International, Monte-
negro was ranked 64th out of 180 coun-
tries in 2021. Despite numerous reforms,
corruption remains a serious problem in
the public, private, and business sectors,
challenging the trust in public institu-
tions and political life.

The political transition since the gen-
eral elections in August 2020 has had a
direct impact on the functioning of the
anti-corruption system, as newly ap-
pointed officials have to approve the ac-
tions and decisions of former members
of such bodies. The change in govern-
ment has also had an impact on the civil
service, as amendments to the Law on
Civil Servants and State Employees
have reduced the requirements applying
to the competence, independence, and
merit-based recruitment of civil serv-
ants. Judicial reform is also stagnating,
as key posts in the judiciary remain va-
cant and anti-corruption laws have not
yet been adopted.

In 2022, a new Montenegrin govern-
ment was elected by parliament, but the
political situation remains tense, with
deep-seated polarisation between the
new government majority and the oppo-
sition, between the presidential adminis-
tration and the current government, and
even within the government itself. These
tensions are slowing down the reform
process.

Overall, the policy to prevent and
combat corruption in the PTEFs and
the Montenegrin police is being imple-
mented during this changing political
scenario. Public confidence in institu-
tions in preventing and fighting corrup-
tion should be strengthened, but a com-

prehensive national strategy in this area
is lacking.

The “Law on Preventing of Corrup-
tion” enables conflicts of interest to be
addressed, the assets of PTEFs and po-
lice officers to be monitored, and a cer-
tain degree of transparency in their activ-
ities to be achieved. There are gaps in its
effective implementation, however, and
strong political will is needed to adopt
a more proactive approach. Indeed, anti-
corruption policy cannot be left solely
to the Anti-Corruption Agency (ASK),
even if the agency’s performance has
improved under new management.

GRECO recommends that the focus
should now be on the overall coherence
of the system and coordination between
the different authorities. The role of the
newly established National Council for
the Fight Against High-Level Corrup-
tion needs to be clarified, and effective
integrity plans needs to be implemented
and proactively applied in ministries. In
addition, lacking legislation and ethical
rules aimed at PTEFs should be devel-
oped and the legal framework accom-
panied by strengthened enforcement
mechanisms, practical guidance, and
the possibility to take advantage of con-
fidential counselling. The integrity of
PTEFs and their declarations should be
checked prior to any appointment, and
transparency in this regard should be
further enhanced.

As far as the police are concerned,
their operational independence must
be a priority. The police directorate has
been comprehensively re-organised by
the recently adopted Law on the Internal
Affairs. Provisions are in place to pre-
vent conflicts of interest and to moni-
tor the police. Although internal bodies
have been established to enhance police
integrity and prevent corruption, their
role needs to be clarified. A new Code of
Police Ethics has been adopted but also
needs to be supplemented with further
provisions and guidelines for its practi-
cal implementation. In addition, a mech-
anism for lodging complaints about
misconduct and corruption within the

police, which is independent of the po-
lice and the Ministry of Interior, would
be needed to gain public confidence.

Regarding central governments (top
executive functions), GRECO recom-
mends the following:

Laying down rules requiring integ-
rity checks prior to the appointment of
ministers, state secretaries, and advisers
to the Prime Minister and Deputy Prime
Ministers in order to identify and man-
age possible risks of conflicts of interest;

Clarifying the role and missions
of the National Council for the Fight
Against High-Level Corruption so as
to ensure the consistency of the overall
strategy when preventing and fighting
corruption;

Adopting a coordinated strategy for
preventing corruption among PTEFs
through the preparation and publication
of risk assessments;

Carrying out a review on the overall
coherence and effectiveness of the legal
framework for preventing and fighting
corruption in order to ensure consistency
between existing laws and bylaws;

Establishing and publishing a code of
ethics aimed at PTEFs, covering relevant
integrity matters (e.g. preventing and
managing conflicts of interest, contacts
with lobbyists and other third parties,
the handling of confidential information,
post-employment restrictions, etc.);

Strengthening the administrative ca-
pacities’ independence and the efficien-
cy of the ASK by ensuring independent,
merit-based recruitment procedures,
which require integrity checks for new
staff, to ensure full operational inde-
pendence;

Providing systematic briefing and/
or training on legal and ethical integrity
standards to PTEFs, both upon taking
office and at regular intervals while in
office;

Simplifying the legal framework
governing access to information and the
mechanism of appeal against such ac-
cess decisions in order to ensure effec-
tive access to government information
in practice;
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Broadening the definition of lobbying
to cover all contacts with PTEFs, dis-
closing contacts between lobbyists and
PTEFs in respect of the identity of the
persons involved as well as the subject
matters discussed, and enabling the ASK
to investigate misgivings in respect of
lobbying ex officio;

Subjecting asset and income declara-
tions of all PTEFs to the various levels
of substantive control by the ASK;

Excluding corruption-related offenc-
es from the immunity protection provid-
ed to members of the government.

With regard to law enforcement agen-
cies, GRECO’s recommendations are as
follows:

Providing for an assessment on risks
of undue influence on the police, with
a view to identifying measures that
strengthen the operational independence
of the police in practice;

Supplementing existing rules for the
appointment of the Integrity Manager
within the Ministry of the Interior, who
is also responsible for the Police Direc-
torate, by means of strengthening integ-
rity checks prior to appointments to this
function;

Revising the Code of Police Eth-
ics, with the active participation of the
police, to cover all relevant integrity
matters (including various situations
involving conflicts of interest, second-
ary activities, gifts, contacts with third
parties, confidential information, etc.)
and supplemented by practical guidance
containing concrete examples that illus-
trate tricky issues and risk areas;

Updating the initial and in-service
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training on relevant corruption preven-
tion matters as well as ethical norms and
conduct, by means of an institutional-
ized mechanism of confidential coun-
seling on these issues;

Subjecting police officers to integrity
checks prior to their appointments and
promotions, as well as at regular inter-
val throughout their career, according to
a clear procedure that is made known to
the candidates and the public;

Using sufficient and properly imple-
mented policy and/or legal measures to
ensure that the appointments of police
officials are merit-based and free from
undue political influence, including at
the top level;

Establishing a solid external mecha-
nism for complaints against the police,
independent of the police and the Min-
istry of the Interior, and an appropriate
level of knowledge to deal with such
matters;

Strengthening existing measures on
whistleblowing within the police by
means of awareness raising and by de-
veloping training on whistleblowing
procedures.

Procedural Criminal Law

European Commission for the
efficiency of justice (CEPEJ)

CEPEJ: Publication of Data Collection
on Western Balkans

On 28 October 2022 the European
Commission for the efficiency of jus-

tice (CEPEJ) published the results of
the third cycle of the Action “Dash-
board for the Western Balkans: towards

a better evaluation of the results of ju-

dicial reform efforts in the Western Bal-
kans” with data from 2021. The action
is part of the second phase of the “Hori-

zontal Facility for the Western Balkans
and Tiirkiye” programme, funded by
the EU and the CoE and implemented
by the CoE. The overall objective is to
better measure the progress of judicial
reforms in Albania, Bosnia and Herze-
govina, Montenegro, North Macedo-
nia, Serbia, and Kosovo (in line with
UN Security Council Resolution 1244
and the International Court of Justice
Opinion on the Kosovo Declaration of
Independence).

The evaluation is directed at helping
these countries base their future policies
and budget allocations on the CEPEJ
findings, in order to take steps necessary
to complete reforms and improve the
quality, efficiency, and/or accountability
of their justice systems — in line with Eu-
ropean standards.

The report consists of two parts.
The first, comparative part presents re-
gional trends using tables and graphs
involving 12 indicators on the effi-
ciency and quality of justice systems.
The data included refer to 2020, 2019
and, where available, 2018 from pre-
vious cycles. An overview of key re-
gional trends introduces each of the 12
indicators. The second part presents an
in-depth analysis of the relevant judi-
cial systems using infographics, tables,
graphs, and narrative explanations.
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Articles

Articles / Aufsitze

— Fil Rouge

This eucrim issue marks the second part of the thematic
focus on the relationship between criminal law and ad-
ministrative law, which has experienced considerable dy-
namics in recent times. Having focused on the institutional
cooperation between administrative and law enforcement
bodies in the previous issue (eucrim no 3/2022), the present
issue deals with the linkage of different legal disciplines in
procedural and substantive law.

In his guest editorial, Luc Lavrysen outlined the relevance of
administrative law for criminal prosecution involving essen-
tial human interests. He points out that strengthening the
criminal law framework to combat environmental crimes
necessitates an in-depth consideration of administrative
law, be it in the definition of (un)prohibited conduct or in the
sanctioning of unlawful behaviour by means of administra-
tive law.

When should standards developed for criminal procedure
be applied in administrative proceedings? In the first article,
Lorena Bachmaier addresses this question with an exem-
plary analysis of disciplinary proceedings against judges.
By examining the arguments put forward by the European
Court of Human Rights in its recent case law to classify such
proceedings as “punitive” but “non-criminal”, she argues
that the Court leaves unclear which procedural safeguards
are applicable in administrative sanctioning proceedings
with a punitive nature. Since disciplinary sanctions can en-
tail serious consequences, she calls for a revision of the
Court's approach in light of the importance of the protection
of judicial independence in our democratic societies.

The admissibility of evidence from other proceedings in
criminal proceedings is the subject of the next article by
Daniel Gilhofer. He analyses the legal situation in Austria
with regard to how administrative evidence is dealt with in
criminal proceedings. He points out that the Austrian Code
of Criminal Procedure hardly regulates this issue, and he
examines different scenarios in which the use of “adminis-
trative evidence” can be restricted or prohibited.

In the third article, Stefan D. Cassella offers another inter-
esting perspective on the dynamic linkage between civil

and criminal law. The former federal prosecutor in the U.S.
Department of Justice analyses the procedures and legal
theories used by US law enforcement in civil forfeiture ac-
tions against Russian oligarchs who have become subject
to international economic sanctions. By means of two con-
crete cases, he explains the challenges of permanently
taking title to property, e.g. that law enforcement needs to
demonstrate a nexus between the property and a crime un-
der the USA's “hybrid approach”.

The last three articles deal with the challenges ensuing
from the new security architecture to protect the EU’s fi-
nancial interests after the European Public Prosecutor’s
Office (EPPO) entered the field. When the EU created its
first own law enforcement body to prosecute crimes af-
fecting the EU budget, it became glaringly apparent that the
lines between administrative and criminal procedures are
oftentimes defined but sometimes also blurred. Gianluca
Dianese and Dimo Grozdev share their views on the inter-
play between administrative investigative proceedings con-
ducted by OLAF and criminal proceedings conducted by the
EPPO. They stress that the EU created a new “end-to-end
prosecution cycle” and spotlight the “new joint investiga-
tion mechanism” practised by the two offices.

Andrea Venegoni reflects on the first reference for a pre-
liminary ruling dealing with the interpretation of EPPO Reg-
ulation 2017/1939. The Oberlandesgericht Wien, Austria is
seeking clarification as to the extent of judicial review when
it comes to cross-horder investigations within the EPPQ’s
Regulation own assistance regime. The author highlights
the relevance of the case for shaping the common area of
justice.

Lastly, Balazs Marton describes other procedural flaws in
the EPPO Regulation in his examination of the recent con-
flict of competence between the EPPO and Spanish pros-
ecutors in the Ayuso case. He argues that the roo